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ABSTRACT
Available bandwidth is usually sensitive to network anomalies such as physical link failure, congestion, and DDoS attack.
Thus, real-time available bandwidth information can be used to detect network anomalies. Many schemes have been proposed
to estimate the end-to-end available bandwidth or end-to-end capacity. However, available bandwidth estimation for a specific
remote link has not been addressed in detail yet. We propose a new scheme to estimate the available bandwidth of remote
path segments without deploying our tool at the remote nodes. We send two streams of ICMP timestamp packets to the both
end nodes of the target path segment according to a Poisson process and estimate the available bandwidth for that path
segment based on the measured packet delay and PASTA theory. Since 80% of routers respond to ICMP timestamp packets
according to our measurement results, our scheme can monitor a much broader range of network path segments than
conventional available bandwidth estimation schemes which usually require deployment of probing tools at remote nodes. We
evaluate the performance of our scheme by simulation.
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1. INTRODUCTION
The capacity of core networks has increased tremendously due to recent technology development in optical transmission
and high-speed router/ethernet switches. However, the quality-of-service (QoS) still remains illusive for real-time multimedia
services in the Internet. The congestion or network failure caused by either a real physical problem or malicious attacks such
as DDoS attack [1] and worms [2] further deteriorates the QoS in the Internet. Available bandwidth is usually sensitive to
network anomalies caused by link/node failure or congestion. Thus, real-time available bandwidth information can be used to
detect those kinds of network anomalies.
There are several works on end-to-end available bandwidth estimation problem [3-10]. Most of them are focused on the
available bandwidth of a path and the probing tools are deployed at both ends of the path. However, the internet consists of
many heterogeneous sub-networks and they are not easily accessible and visible to the network operators who do not own
them. It is virtually impossible to deploy the probing tool in every router and it is not easy to monitor every possible path or
link with the conventional end-to-end available bandwidth estimation schemes.
We consider the problem of estimating the available bandwidth for a remote link or a path segment which consists of
several consecutive links without deploying the monitoring program at remote nodes. This problem has not yet been
addressed extensively in the literature. Jin et al. [11] attempted to solve a similar problem. They developed pipechar to
estimate the available bandwidth of each link on a given path. But, it is reported that pipechar was unresponsive to variations
in cross-traffic on 100 Mbps paths [12].
Popular techniques used to estimate the end-to-end available bandwidth can be usually classified into two techniques:
packet pair, which is referred to as probe gap model (PGM) in [9], and packet train methods. It is not easy to extend these
techniques to estimation of the available bandwidth of remote links. Especially it is very difficult to probe links beyond the
tight link which has the minimum unused bandwidth on a given path. The reason can be explained with an example. Fig. 1
shows a path between two Nodes A and B. Let us assume that every link has a link rate of 1 Gbps except the link between
Nodes n-1 and n which has a link rate of 100 Mbps. We assume that the tight link is the link between n-1 and n and we want
to estimate the available bandwidth of the link between n and n+1. Usually packet pair methods assume that the
corresponding queue at Node n does not become empty between arrivals of two consecutive probe packets. However, in this
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case the tight link between n-1 and n tends to increase the interval between two consecutive packets by 10 times on average
than other links. Thus, the above assumption is highly likely to be invalid for the links after the tight link. Packet train
methods usually need to congest the target link temporarily by sending probe packets at a sufficiently high rate sometimes up
to near the link rate. But, we can easily know that the probing traffic can not induce congestion at any link after the tight link
because of the lowest available bandwidth at the target link.

A

n-1

n

n+1

...

B

...
Fig. 1 Sample network path

Thus, it is not easy to estimate the available bandwidth of arbitrary remote links with conventional probing techniques.
Therefore, we propose a new technique which can overcome the limitation of conventional approaches. We first estimate the
delay distribution for a path segment from the monitoring node to the other remote node, and then from the obtained delay
distribution we estimate the product of the available bandwidth ratio of every component link. From the ratio of the two
available bandwidth ratio products, we estimate the product of the available bandwidth ratios of the links belonging to the
target path segment. Since our scheme does not require any condition on the ratio of link rates of consecutive links, our
scheme can estimate the available bandwidth ratio of the links beyond the tight link on a given path.
In order to measure the delay up to a remote node without deploying our program at remote nodes, we use ICMP
timestamp messages. Since about 80% of routers respond to ICMP timestamp messages according to our measurement results,
we expect that our scheme can be used to monitor a wide range of links around the monitoring node. However, there are two
major challenges in utilizing ICMP timestamps.
First, ICMP timestamps have a rather coarse resolution of milliseconds. If we are interested only in the average delay or
delay variation, then the resolution of milliseconds may not be a big problem. However, since our available bandwidth
estimation scheme is dependent on the queueing delay distribution especially for small delays, coarse resolution of
milliseconds is a non-negligible obstacle to our scheme. Second, the clocks on different machines are usually not
synchronized and the offset between two different clocks usually changes over time. This is called clock skew. We find that
the clock skew affects the queueing delay distribution and finally the available bandwidth ratio significantly. Although there
has been previous research on the clock skew problem [13-16], we develop our own clock skew rate detection scheme in
order to provide high accuracy and reliability. We address coarse resolution of ICMP timestamps and clock skew problem
one after the other.
The rest of this paper is organized as follows. In Section 2, we explain how to estimate the product of the available
bandwidth ratios of element links for a given path segment based on packet delays under the assumption that it is possible to
measure the exact delay on the path segment for each packet. In Section 3, we consider the available bandwidth ratio
estimation problem under the coarse resolution of ICMP timestamps when there is no clock skew problem. In Section 4, we
describe our approach to resolve a clock skew problem between different nodes. In Section 5, we evaluate the proposed
estimation scheme by simulation. Finally, conclusions are given in Section 6.

2. Basic Idea of Available Bandwidth Estimation
In this section, we explain how to estimate the ratio of available bandwidth to the link rate, which is referred to as the
available bandwidth ratio hereafter, based on the packet queueing delays. In order to estimate packet queueing delays, we use
ICMP packets. In this section, we assume that ICMP packets provide accurate timing information and there is no clock skew
between any two different nodes.

2.1 Requirements
In order to estimate the product of the available bandwidth ratios for a target path segment or the available bandwidth
ratio for a target link through ICMP timestamp packets, the following two conditions should be satisfied:
-

Two end nodes of the target path segment should respond to ICMP timestamp packets.

2

-

The routes from the monitoring node to both end nodes should overlap.

We assume that the route from the monitoring node to both the end nodes does not change during one probing period [17].
Since the duration of one probing period is usually kept not longer than 1 minute, we consider this assumption is reasonable.
In a more dynamic case, our scheme can be used in conjunction with a route check scheme, e.g. traceroute.

2.2 Single Hop Case
We assume that each router in the internet can be modeled as an output-queued switch. Although commercial high-speed
routers have a rather complex switching fabric with both input and output queues, their performance approaches that of output
queued switches. For example, switches with the property of output queue emulation serves arriving packets in the exactly
same order as the output queued switches [18, 19]. Thus, the assumption of output-queued switches is reasonable.
We consider a G/G/1 queue with an infinite size of buffer as a simplified model for a node. We assume that the queueing
system is stable. Two kinds of traffic streams are offered to the system: network data traffic and test traffic. The test traffic is
applied to monitor the status of the queueing system. Let (λ1 , µ1 ) and (λ2 , µ 2 ) be the average arrival rate and the service rate
of test traffic and network data traffic, respectively. Then, the offered load to the queue can be expressed as
ρ = λ1 / µ1 + λ2 / µ 2 . If N denotes the number of packets in the queueing system at an arbitrary time, then we have
Pr( N = 0) = 1 − ρ .

(1)

Suppose that the test traffic is offered to the queueing system according to a Poisson process. Let N − be the number of
packets in the system observed by an arriving test packet. Using PASTA (Poisson-Arrival See Time Average) [20], we have

1 − ρ = Pr( N = 0) = Pr( N − = 0).

(2)

Let Q denote the queueing delay that a probe packet experiences in the queueing system. Then, Q = 0 if and only if
N − = 0 . Thus, from (2), we can obtain
Pr(Q = 0) = 1 − ρ .
Let N(k) be the number of test packets that experience zero queueing delay among k arriving test packets. Then, Pr(Q = 0)
can be estimated by N(k)/k, and the following relation is obtained:
lim N (k ) / k = 1 − ρ ,

k →∞

a.s.

(3)

If the service rate of the system is C, then the available bandwidth of the queueing system is C (1 − ρ ) . ρ includes the
offered load of test traffic (λ1 / µ1 ) . But, we are interested in how much portion of the service rate is unused and available
while serving the current data traffic, i.e. C (1 − λ2 / µ 2 ) = C (1 − ρ + λ1 / µ1 ) . If we can keep the load of test traffic (λ1 / µ1 )
much lower than (1 − ρ ) , then we have

C (1 − λ2 / µ 2 ) ≈ C (1 − ρ ).
Thus, under the assumption that the load of test traffic is very low, we can estimate the ratio of available bandwidth to the
link rate (1 − ρ ) by counting the number of test packets which experience zero queueing delay (N(k)) and applying (3).
The packet delay at one hop can be decomposed into four components: processing delay, queueing delay, transmission
delay, and propagation delay. If we fix the size of test packets to L, then the transmission delay is fixed to L/C. The
propagation and the processing delays are assumed to be constant. The test packet will experience the minimum delay if and
only if there is no other packet in the queueing system on its arrival. If an accurate arrival time (tin) and an accurate departure
time (tout) of each test packet are provided through timestamps, then we can detect whether a test packet experiences zero
queueing delay or not by comparing the difference of the two timestamp values (tout - tin) with the minimum delay for that hop.

2.3 Multiple Hop Case
In a real network, we may be interested not only in the available bandwidth ratio of the local link that is directly attached
to the monitoring node but also in the available bandwidth ratio of the remote link that is several hops away from the
monitoring node. We investigate how to estimate the product of the available bandwidth ratios of the links constituting a
remote target path segment.
Let us consider the available bandwidth ratios of the links between Nodes n and n+m. Let us assume that Nodes n and
n+m are responding to ICMP timestamp messages and the path from the monitoring node (Node 0) to Node n overlaps with
the path to Node n+m. In this case, the responsiveness of other nodes does not matter. We first discuss how to estimate the
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product of the available bandwidth ratios of the links belonging to a path segment which starts from the monitoring node and
finishes at the remote node n. We send a group of probe packets to Node n according to a Poisson process. Let a0 be the
packet sending time at the monitoring node. Let an be the value of ICMP timestamp which is assigned at the instant the
corresponding probe packet arrives at Node n. We define amin(0,n) as

amin (0, n) = min{an − a0 }.
an − a0 has the value of amin(0,n) when there is no queueing delay at every node from 0 to n-1. Let Ni− and Ni be the
number of packets in the queue of Node i observed by an arriving test packet and the number of packets in the queue of Node
i at an arbitrary time, respectively. If we assume that N i− 's are mutually independent with each other, then we have

Pr( N 0− = 0, N1− = 0,L , N n−−1 = 0)
= Pr( N 0− = 0) Pr( N1− = 0) L Pr( N n−−1 = 0)
= Pr( N 0 = 0) Pr( N1 = 0) L Pr( N n−1 = 0)

(4)

= (1 − ρ 0 )(1 − ρ1 ) L (1 − ρ n−1 ),
where ρ i is the offered load to the queue of Node i. The first equality of the above equation is obtained from the
independence assumption, the second equality comes from PASTA, and the last equality comes from (1).
A random variable Q0,n denotes the summation of queueing delays that a probe packet experiences at transit nodes from 0
to n-1. We can easily know that Q0,n = 0 if and only if every N −j is equal to zero for j = 0, 1, …, n− 1. Thus, we have

Pr(Q0,n = 0) = Pr( N 0− = 0, N1− = 0, L, N n−−1 = 0).

(5)

Pr(Q0,n = 0) = (1 − ρ 0 )(1 − ρ1 ) L (1 − ρ n−1 ).

(6)

Combining (4) and (5) yields

By the same reasoning, if we send probe traffic from Node 0 to n+m, then we can obtain the following relation:
Pr(Q0,n+m = 0) = (1 − ρ 0 )(1 − ρ1 ) L (1 − ρ n+m−1 ).

(7)

From (6) and (7), we can use the following statistic to estimate (1 − ρ n ) L (1 − ρ n+ m−1 ) :
a( n, n + m) =

Pr(Q0,n+m = 0)
Pr(Q0,n = 0)

.

(8)

Thus, if we can measure the accurate queueing delay for each packet, we can estimate the product of the available bandwidth
ratios for the target path segment in the above way using the statistic of (8).

3. Estimation of Available Bandwidth Considering Coarse Resolution of ICMP Timestamps
In the previous section, we assumed that it is possible to know the time when the test packet is sent from the monitoring
node and the time when the test packet arrives at a remote node accurately. Usually for linux or unix machines, it is possible
to measure packet departure time in microseconds, but the resolution of ICMP timestamps is limited to milliseconds. If a 1500
Byte packet is sent through a 1 Gbps link, then the transmission time is only 12 usec, and this implies that the order of the
queueing delay can be much lower than a millisecond. Thus, the coarse resolution of timestamps is a non-trivial problem in
estimating the available bandwidth ratio. In this section, we investigate how to estimate the available bandwidth ratio in the
presence of a coarse resolution of ICMP timestamps. We assume that there is no clock skew problem between different nodes
in this section, which is addressed in the next section.
Although the resolution of ICMP timestamps is as coarse as milliseconds, since the sending time can be measured up to
microseconds, the queueing behavior can be inferred from the measured delay. We first show how the queueing delay
distribution can be inferred from the measured delays of ICMP probe packets.
Fig. 2 describes some parameters related to the delay of probe packets. ai(p) is the accurate time when a probe packet p
arrives at the node i. Especially when i is equal to 0, a0(p) is the time when the packet p is sent from the monitoring node 0.
D0,i(p) is the accurate delay of the probe packet p from Node 0 to i and is defined as
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D0,i ( p) = ai ( p) − a0 ( p).

(9)

When i > 0, we can not know the accurate value of ai(p) due to the coarse resolution of ICMP timestamps. Instead, we
assume that we know the accurate value of a0(p) at the sender side. ai ' ( p) denotes the value of the timestamp assigned to the
test packet p at the instant when p arrives at Node i ( i > 0 ). Then, ai ' ( p) is conveyed to the sender node through the Receive
timestamp field of the ICMP timestamp reply message. If we define D0' ,i ( p ) as
D0' ,i ( p) = ai ' ( p) − a0 ( p),

(10)

then D0' ,i ( p ) is a measurable metric.
0

1

n

...
a 0(p)

a n(p)

Fig. 2. Parameters related with the delay of the probe packet p

We next investigate the accurate delay D0,i(p) in more detail for available bandwidth estimation. gi denotes the
propagation delay between Nodes i and (i+1) and the value of gi is assumed to be fixed. tip , qip , and sip denotes the
transmission delay, queueing delay, and processing delay of the test packet p at Node i, respectively. Since D0,i(p) is the delay
that the packet p experiences until it arrives at Node i, D0,i(p) can be expressed as
i −1

D0,i ( p) = ∑ {smp + qmp + t mp + g m }.
m=0

If we let Lp and Ci denote the size of the test packet p and the service rate of the output link of Node i, the transmission delay
tip can be expressed as tip = L p / Ci . We assume that the processing delay of packet p at Node i is fixed to si. When we fix the
test packet size to L, we have

D0,i ( p) = D0f,i + Q0,i ( p ),

(11)

where D0f,i = ∑m=0 {sm + g m + L / Cm }, and Q0,i ( p) = ∑m=0 qmp .
i −1

i −1

Thus, the delay from Node 0 to i can be divided into a fixed component D0f,i and a variable component Q0,i ( p ) . The event
that a packet p observes empty queue at every node along the path from Node 0 to i occurs if and only if Q0,i ( p) = ∑m=0 qmp = 0.
i −1

We estimate the probability Pr(Q0,i ≤ 0) in order to know the product of the available bandwidth ratios according to (6).
We now investigate a relation between the measurable delay D0' ,i ( p) and the queueing delay Q0,i ( p ) . Fig. 3 shows the
relation between ai(p) and ai ' ( p) .

a’i(p)
ξ
jΩ

(j+1)Ω
a i(p)

Fig. 3. Relation between ai(p) and ai’(p)
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ai ' ( p) can be expressed in terms of ai(p) as follows:
ai ' ( p) = Ω ai ( p) / Ω ,
where Ω is the unit of ICMP timestamp measurement, and Ω is equal to 1 msec in the current networks. If we put

ξ = ai ( p) − ai ' ( p) ,

(12)

then 0 ≤ ξ < Ω. Furthermore, we can show the following regarding the distribution of ξ .
Proposition 1: If we send the probe traffic according to a Poisson process, then ξ is approximately uniformly distributed
in the interval of [0, Ω) .
Proof: We consider the case that we send the probe traffic according to a Poisson process. We assume that the probe
packets arrive at the target node i according to a Poisson process. Let t0 denote the time a minimum one-way delay later since
the probing start time. In other words, t0 is the earliest possible time the first probe packet can arrive at Node i. Let us assume
that k probe packets have arrived by time t. Then, the arrival time of the k packets are uniformed distributed in the interval of
[t0, t] by Theorem 2.3 in Chapter 4 of [21].
Going back to the Fig. 3, if the arrival times are uniformly distributed in the interval [t0, t] and the probing duration t − t0
is a multiple of Ω , then we can easily know that ξ is uniformly distributed in the interval of [0, Ω) . Even though t − t0 is a
not multiple of Ω , if t − t0 is much larger than Ω ( = 1 msec), which is usually the case, then ξ is approximately uniformly
distributed in the interval of [0, Ω) . ■
If we define Dm ( 0,i ) as the minimum value of D0 ,i ( p ) , i.e. Dm ( 0,i ) = min D0,i ( p) , then from (11) we have
p

f
0 ,i

Dm ( 0,i ) = D ,

(13)

when Q0,i ( p) = 0 . If we put Dm' ( 0,i ) = min D0' ,i ( p ) , from (10) and (12) we have Dm' ( 0,i ) = min{ai ( p) − a0 ( p) − ξ }. Since
p

ai ( p) − a0 ( p) = D0,i ( p) by (9), we have

Dm' ( 0,i ) = min{D0,i ( p) − ξ }
≥ min{D0,i ( p)} − max{ξ }
> D0f,i − Ω.
Although D0f,i − Ω is a lower bound of Dm' ( 0,i ) by the above inequality, there may exist some packet p for which
D0,i ( p) = D0f,i with a non-zero probability and the difference between ξ and Ω can also decrease to 0 without bound. Thus,
we approximate Dm' ( 0,i ) by D0f,i − Ω. Since D0' ,i ( p) = D0f,i + Q0,i ( p ) − ξ by (10), (11) and (12), we have

Pr( D0' ,i − Dm' ( 0,i ) ≤ x) = Pr(Q0,i − ξ + Ω ≤ x),

(14)

where x is a non-negative real number and D0' ,i is the random variable corresponding to D0' ,i ( p) . If we put γ = Ω − ξ , then
γ ~ U (0, Ω] by Proposition 1 and (14) can be rewritten as
Pr( D0' ,i − Dm' ( 0,i ) ≤ x) = Pr(Q0,i + γ ≤ x),

(15)

(15) implies that the distribution of the measured delay D0' ,i − Dm' ( 0,i ) is equal to the convolution of the cdf of the queueing
delay and a uniform pdf function of γ . Since the distribution of D0' ,i − Dm' ( 0,i ) can be obtained from the measured delay and
the distribution of γ is fixed to the uniform distribution over the interval (0, Ω], we now focus on recovering the distribution
of Q0,i based on the collected information.
We assume that Q0,i is independent of γ (= Ω − ξ ) . Then, (15) can be expressed as
Pr( D0' ,i − Dm' ( 0,i ) ≤ x) =

1 x
Pr(Q0,i ≤ t )dt.
Ω ∫0

(16)

Since the probe packet sending time is usually measured in microseconds, we consider only x which is a multiple of ∆ (∆ = 1
usec). When x = j∆, (16) can be expressed as
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Pr( D0' ,i − Dm' ( 0,i ) ≤ j∆) =

1 j −1 (i +1) ∆
Pr(Q0,i ≤ t )dt.
∑
Ω i =0 ∫i∆

(17)

We assume that in a very short interval of [i∆, (i + 1) ∆] Pr(Q0,i ≤ t ) can be linearly approximated as Pr(Q0,i ≤ t ) ≈ α i t + β i .
Then, we obtain
( i +1) ∆

∫i∆

Pr(Q0,i ≤ t )dt ≈

∆
{Pr(Q0,i ≤ i∆ ) + Pr(Q0,i ≤ (i + 1)∆ )}
2

(18)

From (17), (18), and the piecewise linear assumption for Pr(Q0,i ≤ t ) , we obtain the following relations:
Pr(Q0,i ≤

∆
Ω
) ≈ Pr( D0' ,i − Dm' (0,i ) ≤ ∆),
2
∆

1
Ω
Pr(Q0,i ≤ (n − )∆ ) ≈ {Pr( D0' ,i − Dm' ( 0,i ) ≤ n∆) − Pr( D0' ,i − Dm' (0,i ) ≤ (n − 1)∆ )},
∆
2

n ≥ 2.

(19)

Using the above relations, we can estimate the distribution of Q0,i from the distribution of the measured delay Do' ,i .
If we know the distribution of the queueing delay Q0,i , then we can estimate the product of the available bandwidth ratios
for a path, starting from the monitoring node, by (6) or the product of the available bandwidth ratios for a path segment,
starting from other node than the monitoring node, by (8). According to (6) or (8), we need to know Pr(Q0,i ≤ 0) . But, in (19)
the resolution of the packet sending time ∆ is not zero but 1 usec. If ∆ is sufficiently smaller than the average queueing delay,
then we may estimate Pr(Q0,i ≤ 0) by Pr(Q0,i ≤ ∆ / 2) of (19).
In order to obtain a reliable value of Pr(Q0,i ≤ ∆ / 2) from the first relation of (19), a sufficient number of packets need to
be sent from the monitoring node to Node i. The first relation of (19) can be rewritten as
∆
∆
Pr( D0' ,i − Dm' ( 0,i ) ≤ ∆) ≈ Pr(Q0,i ≤ ).
(20)
2
Ω
Since ∆ is 1 usec and Ω is 1 msec, ∆/ Ω = 10-3. The left hand side of the above relation is the distribution of the delay
measured under the coarse resolution ( Ω ) of the receiver side timestamp. Thus, (20) can be interpreted as that a minimum
delay is measured when the summation of the real queueing delay Q0,i is zero and the probe packet arrives at Node i at the
right time slot among Ω /∆ time slots in a 1 msec interval where the delay reduction ξ (= D0,i ( p ) − D0' ,i ( p)) due to the coarse
resolution of timestamps is maximized. According to Fig. 3, the coarse resolution of receiver-side timestamps tends to make
the measured delay underestimate the real delay. Thus, the measured delay is minimal when this effect is highest, i.e., when
the probe packet arrives in the interval [ jΩ − ∆, jΩ) for an integer j.
Returning to (20), even though the probability Pr(Q0,i ≤ ∆ / 2) is close to 1, Pr( D0' ,i − Dm' ( 0,i ) ≤ ∆) ≈ ∆ / Ω = 0.001. In
order to evaluate the probability Pr( D0' ,i − Dm' ( 0,i ) ≤ ∆) , we send k packets from the monitoring node to Node i. and count the
number of packets (M(k)) which experience the delay within ∆ from the minimum delay Dm' ( 0,i ) . We estimate
Pr(D0' ,i − Dm' ( 0,i ) ≤ ∆) by M(k)/k. If the probability of this minimal delay event is 0.001, then the expected number of
occurrence of that event is only once among 1000 trials. But, the probability that only one event occurs among 1000 trials is
only about 0.37 under the assumption that the events are independent with each other. In this case, if the number of the
minimum delay event is not 1, then the error is larger than or equal to 100% and the probability that the error is not less than
100% is 0.63. From this example, we can see that if the number of packet samples is not enough, the estimation error can be
significantly large.
Formally the effect of the number of samples on the estimation accuracy can be summarized as follows. Let p0 denote the
probability that a probe packet experience the delay within ∆ from the minimum delay Dm' ( 0,i ) . We assume that each probe
packet has the same minimal delay probability of p0 and the delays of probe packets are independent of each other. Then,
M(k) follows a binomial distribution with the parameters of (k, p0). For a binomial random variable X ~ Binomial(n, p), the
following inequalities can be derived using Chernoff bounds [22]:

Pr( X − np ≥ τ ) ≤ exp(−2τ 2 / n),
Pr( X − np ≤ −τ ) ≤ exp(−2τ 2 / n).
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If we apply the above inequalities to M(k), then we have
Pr(| M (k ) / k − p0 |≥ ε ) ≤ 2 exp(−2ε 2 k ).

(21)

The above inequality implies that for a given ε the estimation error decreases as the number of samples k increases. Since the
above bound may be loose, we do not use the above inequality to find the required number of packets k. Instead, we
heuristically estimate the required number of packets so that the number of packets experiencing the minimal delay does not
become too small. The detailed number is discussed later.
According to (21), the more packets we send the better estimation accuracy we can have. However, in order to collect
many samples we need to send probe packets either at a high rate or during a long period. Since a high probing rate can affect
the throughput of data traffic and a long probing time may prevent real-time monitoring of the available bandwidth ratio, the
number of probe packets needs to be limited in real applications. Even though we send enough number of packets considering
the average load, if the load on the target path segment increases significantly, M(k) might get too small to yield a reliable
value of the available bandwidth ratio. Thus, we now consider how to estimate the available bandwidth ratio more accurately
when M(k) is not big enough.
We focus on the available bandwidth ratio of a remote path segment, that is, a path segment which is not starting from the
monitoring node. We also assume that the target path segment consists of a single link for simple explanation. k0,i denotes the
number of probe packets sent from the monitoring node to Node i. M j∆ (k 0,i ) denotes the number of packets which experience
the delay within j∆ from the minimum delay Dm' ( 0,i ) . Then, currently we estimate the available bandwidth ratio for the link
between Nodes i and i+1 by
M ( k ) / k 0,i +1
(22)
aˆ (i, i + 1) = ∆ 0,i +1
M ∆ (k 0,i ) / k 0,i
based on (8) and (20) under the assumption that Pr(Q0,i ≤ 0) ≈ Pr(Q0,i ≤ ∆ / 2) .
By the definition of Q0,i in (11), Q0,i +1 = Q0,i + qi , where qi is the queueing delay at Node i. Since we assume that the
queueing delay at Node i ( qi ) is independent of queueing delays at other nodes, we have
x

Pr(Q0,i+1 ≤ x) = ∫ Pr(Q0,i ≤ x − y ) f q ( y )dy,
i

0

where f q ( y ) is the probability density function (pdf) of qi . If we put FQ ( x) = Pr(Q0,i ≤ x) , then the above equation can be
expressed as
i

0 ,i

x

FQ

0 , i +1

( x) = ∫ FQ ( x − y ) f q ( y )dy,
0

0 ,i

(23)

i

If we model f q ( y ) as
i

~
f q ( y ) = ωiδ ( y ) + (1 − ωi ) f q ( y ),
i

i

~
where the function f q ( y ) is assumed to be bounded, then the available bandwidth ratio of the link between Nodes i and i+1 is
Pr(qi ≤ 0)(= 1 − ρ i ) = ωi and (23) can be changed into
i

FQ0 , +1 ( x) = ωi FQ0 , ( x) + R ( x),
i

where

x
~
R( x) = (1 − ωi ) ∫ FQ0 ,i ( x − y ) f qi ( y )dy.

R( x ) ≤

Since

0

(24)

i

x~
(1 − ωi ) FQ0,i ( x) ∫ f qi ( y)dy
0

and

∫

x

0

~
~
f q ( y ) dy ≤ x max f q ( y ),
i

0≤ y ≤ x

i

lim R ( x ) = 0 and from (24) we can obtain
x →0

lim FQ
x →0

0 , i +1

( x) / FQ ( x) = ωi = Pr(qi ≤ 0).
0 ,i

(25)

By (25), even though x is not zero, if x is sufficiently small, then the available bandwidth ratio of the link between Nodes i and
i+1 can be estimated by
FQ

0 , i +1

( x) / FQ ( x) = Pr(Q0,i +1 ≤ x) / Pr(Q0,i ≤ x) .
0 ,i
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(26)

Thus, if M ∆ (k 0,i ) or M ∆ (k 0,i +1 ) is too small to obtain a reliable value of aˆ (i, i + 1) in (22), then we can use the statistic
M j∆ ( k 0,i+1 ) / k 0,i+1
a~ (i, i + 1) =
M j∆ (k 0,i ) / k 0,i

(27)

to estimate the available bandwidth of the link between Nodes i and i+1 based on (26). In (26), as x increases both
Pr(Q0,i +1 ≤ x) and Pr(Q0,i ≤ x) approaches 1 and the values of both (26) and (27) also approach 1. Thus, the value of j needs
to be kept as small as possible in (27).
Let us look into how small x needs to be in order to estimate the available bandwidth ratio closely with the statistic
FQ0 ,i +1 ( x) / FQ0 ,i ( x) through an example. Let us consider a case where f qi ( y) has an exponential tail with a parameter λ , i.e.
(28)
f qi ( y ) = ωiδ ( y ) + (1 − ωi )λe − λy ,
From (24) and the definition of R ( x ) , we can obtain
FQ

0 , i +1

( x) / FQ ( x) ≤ ωi + (1 − ωi )(1 − e − λx ),
0 ,i

− λx

The term (1 − ωi )(1 − e ) on the right hand side of the above inequality can be considered as an upper bound of the error of
the estimator FQ ( x) / FQ ( x) . Then, the range of x required to keep the error less than ζ can be obtained as
0 ,i +1

0 ,i

x<−

1

λ

ln(1 −

ζ
1 − ωi

),

Since the expectation of queueing delay qi is given as µ q = E[qi ] = (1 − ωi ) / λ from (28), the above inequality can be
changed into
i

x<−

1
ζ
ln(1 −
) µ qi .
1 − ωi
1 − ωi

(29)

Analyzing the above relation, we find that as ζ decreases the bound gets tighter. We need to note that the range of x, which
corresponds to j∆ in (27), increases as the average queueing delay µ qi increases consistently as our intuition.

4. Clock Skew Rate Detection for Reliable Available Bandwidth Estimation
Thus far, we assumed that there are no clock irregularities between the monitoring node and remote nodes. But, in reality
the clocks of different nodes are not always synchronized. There is usually an offset between the clocks of different nodes,
and furthermore the clock offset usually changes over time, which is referred to as clock skew, since the clock rates are not
exactly the same. Occasionally, a local clock changes abruptly due to clock reset or synchronization through either Network
Time Protocol (NTP) [23] or commands in cron table [14]. However, the clock offset between different nodes is usually
assumed to change linearly between discontinuities [13-15]. In our scheme, the probing duration is usually limited to less than
1 minute and we also assume that the clock offset between different nodes changes linearly during one probing period. In real
application, the clock discontinuity can be checked with the algorithms in [13, 15]. Then, we can discard the available
bandwidth estimation results for the probing periods with clock discontinuity.
In order to define clock skew in a formal way, we use the time measured by the clock on the monitoring node as the
reference time t. We focus on the detection of the clock skew between the monitoring node and one destination node i. We
assume that the clocks at both sender and receiver nodes progress continuously. t j denotes the time when the j-th probe
packet is sent from the monitoring node and a~ (t j ) denotes the arrival time of the j-th probe packet at the destination node i
according to the clock at node i. Let z(t) denote the value of clock at the destination node at time t according to the sender
clock. We model the clock rate difference as follows:
z (t ) = (1 + α )t + β .

When α ≠ 0 , the clock offset between two nodes changes over time and α is referred to as the clock skew rate. If the j-th
probe packet sent at time tj experiences a fixed delay of D f and a total queueing delay of Q(j) according to (11), then we
have
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a~ (t j ) = z (t j + D f + Q( j ))
= (1 + α )(t j + D f + Q( j )) + β ,
and the measured packet delay d (t j ) is given by
d (t j ) = a~ (t j ) − t j
= α t j + (1 + α )Q( j ) + (1 + α ) D f + β .
Fig. 4 shows a sample delay sequence measured between two different nodes in the Internet. Our goal is to accurately estimate
the clock skew rate α in order to remove or minimize the effect of clock skew on the queueing delay distribution.
measured delay d(t)

skew rate
= α >0

skew rate = 0

packet departure time (t)

Fig. 4. Sample measured delay sequence exhibiting clock skew

Let us consider the case that we correct the clock skew correctly, that is, we correct the effect of clock skew on the
measured delay as
~
d (t j ) = d (t j ) − α t j
= (1 + α )Q ( j ) + (1 + α ) D f + β .
~
~
Since | α |<< 1 , we have d (t j ) ≈ Q( j ) + D f + β . Since the minimum value of d (t j ) is D f + β , we can infer the queueing
~
~
delay distribution from d (t j ) − min d (t j ) .
j

If we correct the clock skew by
d ' (t j ) = d (t j ) − α ' t j
= (α − α ' )t j + (1 + α )Q( j ) + (1 + α ) D f + β ,

(30)

then the absolute value of the first term increases linearly with respect to the packet sending time when α ≠ α ' . We assume
that the probing is started at time 0 by the sender side clock without loss of generality. Then, let us consider a probing period
of [0, T]. Let K denote the number of packets sent during this probing period. We assume that sufficiently many packets are
sent such that t1 ≈ 0 compared with T.
If α ' ≤ α , then min j d ' (t j ) is likely to be obtained for a small value of j since (α − α ' )t j monotonically increases as j
increases. If we also assume that the offered load is sufficiently low to yield Q( j ) = 0 frequently for many j’s, then we may
estimate min j d ' (t j ) as (1 + α ) D f + β from (30). Since usually | α |<< 1 , for x ≥ 0 and α1 ≤ α we have
Pr(d ' (tl ) − min d ' (t j ) ≤ x | K = k , α ' = α 1 )
j

≈ Pr((α − α1 )tl + Q(l ) ≤ x | K = k , α ' = α1 )
= Pr((α − α1 )tl + Q(l ) ≤ x | K = k ),
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(31)

where the last equality is obtained since α ' is assumed to be independent of tl and Q(l ) . Let d ' denote the delay of an
arbitrary probe packet among K packets obtained after skew correction. Then, from (31) we have
∞

Pr(d '− min d ' (t j ) ≤ x | α ' = α1 ) = ∑ Pr(d '− min d ' (t j ) ≤ x | K = k , α ' = α1 ) Pr( K = k | α ' = α1 ).
j

(32)

j

k =1

Since α ' and K are independent of each other, Pr( K = k | α ' = α1 ) = Pr( K = k ), and from (31) we have
k

Pr(d '− min d ' (t j ) ≤ x | K = k , α ' = α1 ) = ∑
j

l =1

1
Pr(d ' (tl ) − min d ' (t j ) ≤ x | K = k , α ' = α1 )
j
k

k

(33)

1
≈ ∑ Pr((α − α1 )tl + Q (l ) ≤ x | K = k ).
l =1 k

Combining (32) and (33) yields
∞

Pr(d '− min d ' (t j ) ≤ x | α ' = α1 ) ≈ ∑ Pr( K = k )
j

k =1

1 k
∑ Pr((α − α1 )tl + Q(l ) ≤ x | K = k ),
k l =1

(34)

where Q(l ) can be assumed to be independent of K. Since tl is non-negative, for α 2 < α1 (≤ α ) , (α − α1 )tl |K =k +Q(l )
≤ (α − α 2 )tl |K =k +Q(l ) , and thus, we have
Pr((α − α1 )tl + Q (l ) ≤ x | K = k ) ≥ Pr((α − α 2 )tl + Q (l ) ≤ x | K = k ).

(35)

From (34) and (35), we can obtain
Pr(d '− min d ' (t j ) ≤ x | α ' = α1 ) ≥ Pr(d '− min d ' (t j ) ≤ x | α ' = α 2 ).
j

j

(36)

(36) implies that when α ' is less than or equal to α in (30), as α ' approaches α the measured delay values are more
concentrated near the minimum value. In other words, as α ' approaches α from the left, the θ-quantile delay is
monotonically decreasing. When α ' ≥ α in (30), we can also show that the θ-quantile delay is monotonically increasing as α '
increases in a similar way. In summary, since θ-quantile delay is minimized when α ' = α , using this property we can detect
the clock skew rate α .
Fig. 5 briefly describes the clock skew rate ( α ) detection algorithm. We first set a possible range of α . Through
numerous tests, we found that the absolute value of α was usually of the order of 10-6 and it rarely exceeded 10-3 except the
'
case of abrupt changes due to clock adjustment. Thus, we set -10-3 as the initial lower bound of α ( α low
) and 10-3 as the
'
'
'
initial upper bound of α ( α high
). We then partition the interval [α low
, α high
] evenly into 2u subintervals as shown in Fig. 5.
'
'
'
ˆ
ˆ
′
We then evaluate θ-quantile delay for α = α (i ) , where α (i ) = α low + i (α high
− α low
) / 2u and i = 0, 1, L , 2u. If the minimum
'
'
ˆ
′
value of θ-quantile delay is obtained α = α ( j ) , then α should be in the interval [ max{α low
, αˆ ( j − 1)} , min{α high
, αˆ ( j + 1)} ].
'
If α exists outside of this interval, then there must be at least one local minimum in the interval [ max{α low , αˆ ( j − 1)} ,
'
min{α high
, αˆ ( j + 1)} ], which contradicts the property that the θ-quantile delay is monotonically decreasing on the left side of
'
'
α and monotonically increasing on the right side α . Thus, α should belong to [ max{α low
, αˆ ( j − 1)} , min{α high
, αˆ ( j + 1)} ].
Finding an interval that includes α completes the first iteration and the next iteration can be done by repeating the whole
'
'
'
'
'
'
process with α low
and α high
modified to α low
= max{α low
, αˆ ( j − 1)} and α high
= min{α high
, αˆ ( j + 1)}. α is estimated by
ˆ
′
α = α ( j ) which minimize the value of θ-quantile delay in the last iteration.
θ -quantile delay

α
clock skew rate
estimate ( α ’)
α ’low =α ’(0) α ’(1)

...

α ’(2u)= α ’high

Fig. 5. Clock skew rate ( α ) detection algorithm
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'
'
We only consider the partition of the interval [α low
, α high
] into an even number of subintervals since if we calculate θquantile delay for α ′ = αˆ (i ) , i = 0, 1, L , 2u , then usually three θ-quantile delay values corresponding to α ′ = αˆ ( j − 1), αˆ ( j ),
and αˆ ( j + 1) can be directly used in the next iteration due to overlapping, where αˆ ( j ) is the clock skew estimate which
'
'
minimize the θ-quantile delay in the current iteration. The interval [α low
, α high
] obtained at the end of iterations is referred to
as the estimate range of α . We consider the worst case in terms of the number of θ-quantile delay calculations required to
achieve a given length of an estimate range. In the worst case scenario, α̂ (0) and αˆ (2u ) are never selected as the optimal
'
'
value of α ′ in any iteration since their selection tends to decrease the resulting interval [α low
, α high
] more (by twice) than the
otherwise case. In the worst case scenario, the number of θ-quantile delay calculations ( N del _ cal ) performed up to the i-th
iteration is

N del _ cal = (2u + 1) + (i − 1)(2u − 2) = (2u − 2)i + 3.

(37)

'
'
'
'
If we let I0 denote the length of the initial interval [α low
, α high
] , then after i iterations the length of [α low
, α high
] is decreased to
i
i
(2 / 2u ) I 0 = I 0 / u . We now calculate the number of iterations required to achieve the estimate range length less than or equal
to ε I 0 (ε < 1). By solving I 0 / u i ≤ ε I 0 , we obtain

i≥

− log(ε )
.
log(u )

(38)

Then, the number of θ-quantile delay calculations ( N del _ cal ) required to achieve the estimate range of not larger than ε I 0 is
obtained from (37) and (38) as
N del _ cal ≥

− log(ε )(2u − 2)
+ 3.
log(u )

(39)

We consider only u larger than or equal to 2 and the right hand side term of the above inequality increases with respect to u
larger than or equal to 2. Thus, N del _ cal in (39) is minimized when u = 2 and hereafter we fix the value of u to 2. If we
consider 10-7 for the value of ε in (38), then we obtain i ≥ 24 from (38) since u is fixed to 2. Thus, the number of iterations
is fixed to 24.
If the clock skew rate α is finally estimated, then we get rid of the component due to the clock skew rate from the
measured delay as shown in Fig. 4 and we apply the available bandwidth estimation scheme developed in the previous section
to the skew-corrected delay sequence.

5. Numerical Results
In this section, we first investigate the effect of clock skew estimation error on the available bandwidth estimation
performance and the accuracy of our clock skew rate estimation scheme. Then, we evaluate the performance of the proposed
available bandwidth estimation scheme through OPNET simulation.
Fig. 6 shows the network topology used for OPNET simulation. All the link rates are fixed to 1 Gbps. Ingress router IR1
is ten hops away from the egress router ER1 and every intermediate core router CRi (i = 1, 2,L , 9) and ER1 are responding to
ICMP timestamp packets. Source node Si sends cross traffic to Destination node Di through the shortest path, e.g. the cross
traffic from Node S2 to Node D2 follows the path S2 - CR1 - CR2 - D2. For cross traffic, we use two types of traffic patterns,
Poisson and self-similar traffic. A self-similar traffic pattern is used since the traffic patterns of today's IP networks are known
to exhibit self-similarity and long-range dependence [24-26]. We use a multi-fractal model [27] to generate the self-similar
traffic pattern and the hurst parameter is set to 0.8. The size of each packet of cross traffic is selected from the following
distribution: 40 bytes – 60%, 576 bytes – 20%, 1500 bytes – 20%.
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Fig. 6. Simulation network topology

We already noted that the estimator for the available bandwidth ratio (22) can be very unreliable especially when
M ∆ (k 0,i ) or M ∆ (k 0,i +1 ) is too small. If we send and receive the same number of packets to Nodes i and i+1, i.e. k 0,i = k 0,i +1 ,
(22) is simplified to aˆ (i, i + 1) = M ∆ (k 0,i +1 ) / M ∆ ( k0,i ) and from this we can easily know why M ∆ (k 0,i ) and M ∆ (k 0,i +1 ) need to
be large enough. In order to cope with the case where M ∆ (k 0,i ) or M ∆ (k 0,i +1 ) is too small, we suggested another estimator
a~ (i, i + 1) in (27). When k 0,i = k 0,i +1 , we can obtain a similar form of
M j∆ (k 0,i +1 )
.
(40)
a~ (i, i + 1) =
M j∆ (k 0,i )
In order to improve the reliability of the estimator by reserving enough packet counts in both numerator and denominator of
the above estimator, we decide j in the following way:
j = min{ j ' | M j '∆ (k0,i +1 ) ≥ M th , M j '∆ (k 0,i ) ≥ M th } ,

(41)

where Mth is a threshold used to determine an appropriate minimum value of numerator or denominator of (40). We find that
the value of Mth in the range of 45 to 50 usually yields good results from many simulations and we select 47 among them and
use hereafter.
If we assume that Pr(Q0,i ≤ 0) ≈ Pr(Q0,i ≤ ∆ / 2) , then (20) can be expressed as
∆
Pr( D0' ,i − Dm' ( 0,i ) ≤ ∆) ≈ Pr(Q0,i ≤ 0).
Ω

(42)

Combining (6) and (42) yields
Pr( D0' ,i − Dm' ( 0,i ) ≤ ∆) ≈

∆
(1 − ρ1 )(1 − ρ 2 ) L (1 − ρ i−1 ).
Ω

Since M ∆ ( k0 ,i ) / k0,i converges to Pr( D0' ,i − Dm' ( 0,i ) ≤ ∆) as k 0,i goes to infinity, the above relation can be rewritten as

M ∆ (k 0,i )
k 0,i

≈

∆
(1 − ρ1 )(1 − ρ 2 ) L (1 − ρ i −1 ).
Ω

(43)

If we are to send probe packets so that j can be 1 in (41), i.e. M ∆ ( k0 ,i ) ≥ M th , then the minimum number of k 0,i can be
determined from (43) as
k 0,i ≥

Ω
M th
.
∆ (1 − ρ1 )(1 − ρ 2 ) L (1 − ρ i −1 )

(44)

From the above inequality, we can easily know that more packets need to be sent to probe farther links. However, the probing
rate needs to be limited in order to prevent the degradation of data traffic performance due to probe traffic. In addition, the
probing duration also need to be limited if we want to check the target link status frequently. If rm and vm denote the maximum
limits on the probing rate and the probing duration, respectively, then k 0,i is limited by
k 0,i ≤

rm vm
,
L

(45)

where L is the probe packet size and L is fixed to 40 bytes. (44) and (45) implies when k 0,i is limited, the scope of our
probing scheme, i.e. i in (44), is likely to be limited. However, it is reported that link utilizations are usually less than 50%
[28]. Thus, as long as link utilizations stay rather low, our scheme may be used to probe links that are moderate number of
hops away from the monitoring node. We put rm = 2 Mbps and vm = 60 seconds in this section. Two 2 Mbps streams, one for
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each end node, are occupying only 0.4% of the 1Gbps link and we assume that the effect of the probing traffic load on the
performance of data traffic is negligible.1 The probing rate and the probing duration are set to rm and vm if not specified
otherwise. Since the probe packet size is fixed to 40 bytes, about 3.8 × 105 packets are sent during one probing period.
We now investigate the effect of clock skew rate estimation error on the available bandwidth estimation accuracy. In Fig.
6, the clock at IR1 is the reference clock and the clock skew rate (α) of Node CRi (i = 1, 2, L , 9) is set to (i + 1) × 5.0 × 10 −7 .
The clock skew rate of ER1 is set to 5.5 × 10 −6 . We send 300 Mbps of Poisson cross traffic from Si to Di (i = 1, 2, L ,10) .
Thus, the available bandwidth ratio of the links on the path from IR1 to ER1 is 0.7. In this simulation scenario, the target link
is the 7-th link between CR6 and CR7 in Fig. 6. In order to avoid a mixed effect of clock skew estimation errors on both CR6
and CR7, we assume that the accurate value of the clock skew rate of CR6, 3.5 × 10 −6 , is known in advance. The value of θ is
set to 0.9, but we find that the accuracy of the proposed clock skew estimation scheme is almost independent of the detailed
values of θ. Under these conditions, Fig. 7 shows the effect of clock skew estimation error for CR7 on the available bandwidth
estimation accuracy. We run 10 simulations for each case and calculate the mean µ and the standard deviation σ of the
estimated available bandwidth. The Estimated ABW shows the range of [ µ − σ , µ + σ ] of the estimated available bandwidth for
each error case. We observe that the available bandwidth estimation scheme tends to underestimate the available bandwidth
ratio significantly as the absolute value of clock skew rate estimation error (| α '−α |) increases. This can be explained as
follows. The θ-quantile delay increases as | α '−α | increases. The increase of θ-quantile delay implies that the pdf of the
measured delay is more spread decreasing the numerator of (27). Thus, the estimator value also tends to decrease.
The two rectangular regions in Fig. 7 compare the performance of the proposed clock skew rate correction scheme with
that of Moon et al.’s linear programming-based scheme [14].2 The width of each rectangular region represents the range of
clock skew rate estimation error obtained from 10 simulations for each scheme. The height of each rectangular region
represents the range [ µ − σ , µ + σ ] of the estimated available bandwidth obtained with each clock skew correction scheme.
From the fact that the available bandwidth estimation range of the proposed clock skew detection scheme is very similar to
that for the case of α '−α = 0 , we find that our clock skew detection scheme is rather accurate. We also observe that the
proposed clock skew detection scheme has accuracy similar to the linear programming-based scheme. The proposed clock
skew detection scheme has the same complexity of O(K) as the linear programming-based approach, where K is the number of
the probe packets.
1

ABW ratio
Estimated ABW

Linear programming

available bandwidth ratio

0.8

Proposed scheme

0.6

0.4

0.2

0
-1.0e-7

-5.0e-8

0

5.0e-8

1.0e-7

clock skew estimation error ( α ’- α )

Fig. 7. Effect of clock skew rate estimation error on the accuracy of the available bandwidth estimation
scheme

The difference between the proposed clock skew detection scheme and the linear programming-based scheme can be
described with the following example. Fig. 8 shows a sample sequence of measured delays with respect to each packet
departure time. Since there is no increasing or decreasing tendency on the measured delays, it is highly likely that there is no
clock skew between the corresponding node pair. The linear programming method [14] attempts to minimize the sum of
distances (along the y-axis) between the clock skew estimation line and the data points under the condition that the resulting
1

When the link rate is lower than 1 Gbps, the probing rate can also be decreased accordingly. The reason can be explained as follows. If
the link rate decreases, then the average delay increases because of the low link speed under the same offered load ρ. Then, j of j∆ can be
increased by (29). Thus, the probing rate can be lowered accordingly.

2

Convex hull algorithm in [15] is essentially the same as the linear programming algorithm in [14] when there is no clock reset.
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delays do not become negative after the skew is removed. If a line passes the point (0.005, 0.001) and the slope of the line is
between -0.25 and 0.25, then that line minimizes the sum of the distances noted above. Thus, an infinite number of solutions
exist for this case according to the linear programming method. However, in our scheme the θ-quantile delay (θ ≥ 4/9) is
minimized only when the clock skew estimation line has a slope of zero.3 Thus, our scheme estimates the clock skew rate
more accurately than the linear programming-based scheme in this case.
0.005

measured delay (sec)

0.004

0.003

0.002

0.001

0

0

0.002

0.004

0.006

0.008

0.01

packet departure time (sec)

Fig. 8. Sample measured delay sequence

We now focus on the performance evaluation of the proposed available bandwidth estimation scheme. Fig. 9 shows the
accuracy of the proposed available bandwidth estimation scheme for various target links. We observe that in most cases the
real available bandwidth, ABW ratio in the figure, lies within σ from the average ( µ ) of the estimation values. We also
observe that the averages of the estimation values are almost always above the real available bandwidth ratio. Although
FQ ( x) / FQ ( x) approaches to the available bandwidth ratio (1 − ρ i ) by (25) as x decreases to 0, x can not be zero due to the
measurement resolution ∆ and x may be a little larger than ∆ as shown in (40) and (41). If x is positive, then
FQ ( x) / FQ ( x) is likely to be larger than ωi (= 1 − ρ i ) since R ( x ) is non-negative in (24).
Currently, about 3.8 × 105 packets are sent during one probing period since the probing rate and the probing duration are
fixed to rm and vm. However, in the case of the second link between CR1 and CR2, we need not send that many packets. If the
utilization of the first and second links is 0.3, then according to (44) 9.6 × 104 packets need to be sent. Furthermore, since Mth
needs not be achieved with j=1 for M j∆ ( k 0,i ) and M j∆ ( k0,i+1 ) by (41), the number of packets might be decreased further. Thus,
we test the performance of the available bandwidth estimation scheme for the second link with a different number of probe
packets. We change the number of packets with the probing rate while maintaining the probing duration at vm. Fig. 10 shows
that a reasonable performance is obtained even when the probing rate is as low as 100 Kbps. The real available bandwidth lies
within σ from the average ( µ ) of the estimation values for every probing rate. We also observe that the variance of the
estimation tends to decrease as the probing rate or the number of probe packets increases. This tendency is expected from (21).
Figs. 9 and 10 show that the minimum required probing rate can be different depending on the hop count to the target link and
the offered load. If the link utilizations are very low on some path, then it may be possible to probe links more than 10 hops
away from the monitoring node with a limited number of probe packets by (44). We plan to investigate an adaptive probing
rate-based available bandwidth estimation method in more detail in the future.

3

0 ,i +1

0 ,i

0 ,i +1

0 ,i

We evaluate the detailed value of θ-quantile delay using linear interpolation if necessary.
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Fig. 9. Accuracy of the proposed available bandwidth estimation scheme for various target links
1

available bandwidth ratio

0.8

0.6

estimated abw ratio
ABW ratio

0.4

0.2

0

0

0.5

1

1.5

2

Probing rate (Mbps)

Fig. 10. Accuracy of the proposed available bandwidth estimation scheme for various probing rates

We evaluate the performance of the proposed available bandwidth estimation scheme in a more dynamic environment.
The target link is the 7-th link between CR6 and CR7 in Fig. 6. The probing rate is 2.0 Mbps and the probing duration is set to
40 seconds. The offered load for the links other than the target link is about 0.3. Fig. 11 compares the estimated available
bandwidth ratio with the measured available bandwidth ratio under a time-varying Poisson traffic load and Fig. 12 evaluates
the performance of the proposed available bandwidth estimation scheme under a self-similar traffic load. Although there is a
rather large error in the estimated value around 400 seconds in Fig. 11, these significant errors do not occur frequently and the
estimation values follow the changes of the available bandwidth ratio most of the time. We also observe that the estimated
available bandwidth ratio tracks significant changes of the measured available bandwidth for a self-similar traffic load as
shown in Fig. 12.
time varying Poisson traffic
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Fig. 11. Performance evaluation of the proposed available bandwidth estimation scheme under a timevarying Poisson traffic load
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self-similar traffic
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Fig. 12. Performance evaluation of the proposed available bandwidth estimation scheme under a self-similar
traffic load

We finally evaluate the performance of the proposed available bandwidth estimation scheme for a link behind the tight
link which has the minimum unused available bandwidth. In this case, the link rate of the link between CR4 and CR5 is
changed to 150 Mbps and all other link rates remain at 1 Gbps. Since we apply 50 Mbps of traffic to the link CR4-CR5, the
available bandwidth is only 100 Mbps and the CR4-CR5 becomes the tight link. All the other conditions are almost the same
as the case of Fig. 11. The target link is the 7-th link and a time-varying Poisson traffic load is offered to that link. Fig. 13
shows the test result for this case. The proposed scheme closely tracks the change of the available bandwidth although the
target link is behind the tight link.
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Fig. 13. Available bandwidth estimation for a link (7-th link) behind the tight link (5-th link) under a timevarying Poisson traffic load

6. Conclusions
In this paper, we proposed a scheme which estimates the available bandwidth ratio of a remote link or path segments
without requiring remote nodes to deploy our tool. Since our scheme utilizes ICMP timestamp messages and 80% of routers
respond to ICMP timestamp messages according to our measurement results, our scheme can be used to monitor many links
or path segments around the monitoring node. We measure one-way delay from the difference of the packet sending time and
the Timestamp value received from the remote node, extract the queueing delay component from the measured delay, and
apply PASTA theory to estimate the product of the available bandwidth ratios of the links on a given path segment. Then,
from the ratio of the available bandwidth ratio products we can infer the available bandwidth ratio of the target link. The use
of ICMP timestamps entails two major challenges. One is the coarse resolution (1 msec) of timestamps and the other is the
clock skew between different nodes. We first developed a statistical method to extract the queueing delay distribution from
the coarse resolution delays. We also developed a new highly accurate clock skew rate estimation scheme. We evaluate the
performance of the proposed available bandwidth estimation scheme through simulation and find that our scheme closely
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estimates the available bandwidth ratio of remote links even when the target links are behind the tight link which has the
minimum available bandwidth on a given path.
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