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ABSTRACT tionality (e.g., [7]) in portable devices, or the use of cellular phones

_as banking terminals [1] all rely on the crucial assumption that the

As small mobile devices such as mobile phones become increas > L - .
person using the device is the legitimate owner. Owner authentica-

ingly sophisticated, they are beginning to be used for highly security-=~">. heref f .
sensitive applications such as payment systems, stock trading, and'olz ISt Iege org 0 u;most |mportahnce. h henti h if
access control systems. The increasing importance of mobile phones nowledge-based schemes, where the user authenticates herse

exposes the tremendous lack of access control systems that restricty Proving sheknowsan authentication token, remain, given cur-
access to the legitimate user. In fact, a lost mobile phone “dele- rent technology, the most likely candidate for authentication on

gates” all rights to its new owner. The main challenges in design- ST/ rﬁptr)]nehdewces.. lndﬁedh alte.rnagve solutions (e.g., biomet-
ing a secure user authentication system for small mobile devices are/icS: Which characterize who the uss), despite recent advances,

the miniaturization as well as the requirement for usability across a are still costly to |mplem_e_nt if one wants to avoid potentially high
wide range of people. error rates and vulnerability to certain attacks [19].

In this paper, we propose and evaluate a novel mechanism for This Paper poses the question whether it is. possible to devise
user authentication. The cognitive process we rely on is the human at#?ergtlgatlon schemes thﬁt arslllilsable by a w(;dg rano?e thpeo.ple’
ability to recognize degraded images; degraded images are easil)y_" lle being more secure than or password based authentica-

recognized by legitimate users who have been being exposed to thd'on. To help us answer this questi.on,. pognitive psychology re-
original picture. On the other hand, without knowledge of the orig- search has shown that images are significantly easier to remember

inal image, itis difficult to mentally “revert” from the degraded im- than t(_ext [14, 23]. Thus, image-based authentication schemes (g,
age to the original image, which provides a line of defense against 9aPhical passwords) have been proposed as an alternative to tex-
guessing attacks. tual password authenticatiod. Unfortunately, existing graphical

We implement a prototype user authentication system in Nokia password schemes hqve met with limited adpptipn. An impedimeqt
N70 cellular phones, and conduct a usability study of our scheme to t_he dep'oy’_“?‘“t of image-based authe_ntlcatlon sch_e_mes lies in
with 54 participants. We find that all users manage to authenticate, their non-n_egllglble error rates, be they failure for a Ie_glt_lmate user
even after four weeks, which is a strong indication that the scheme © authenticate herself, or success for an attacker in impersonat-

is usable by a wide range of people, even on miniaturized portable'ng a legitimate user. In addition, some image-based authentica-

devices. tion schemes require relatively good display capabilities, which is
at odds with the limited graphical capabilities offered by portable
_devices. Even considering technological advances that allow small
displays to have finer resolutions, limitations of the human eye may
impede the usability of graphical authentication systems on small
portable devices.
1. INTRODUCTION To arrive at a viable user authentication system for small mobile
Secure user authentication continues to be the weakest link in to-devices, we argue that we need to rely on a cognitive process that
day’s security systems, especially in the case of small portable de-is different from that used by traditional authentication schemes.
vices such as mobile phones. The compact form factor of such de- The cognitive process we rely on is the human ability to recog-
vices severely limits the amount of data that can be displayed, andhize degraded images; people are able to capture the salient features
makes data entry challenging. For instance, the fact that the key-from images they see, and they can easily recognize these features
board is generally limited to a dozen keys (numeric pad and a few even when a considerably degraded version of the image is pre-
function keys) makes it impractical to enter long text messages. At sented to them. It is on the other hand difficult to mentally “revert”
the same time, the increased integration of electronic wallet func- from the degraded image to the original image, without being ex-
posed to the original picture.

Using an analogy with cryptographic terminology, one can view
the degradation of an image as a one-way function. By associating
the original picture and the degraded version of that picture, the
legitimate user can create a “mental trapdoor,” which enables her
to recognize the degraded version even when the original picture

We anticipate that this research will revitalize and encourage re-
search in the important topic of portable device based user authen
tication.

Carnegie Mellon University CyLab technical report. AugReo?. !Monrose and Reiter provide an overview of graphical password
. schemes ([8], chap. 9).



is not showr? Shortly stated, a legitimate user “sees” something be more precise, the authentication system should work with small
thatis not there and this gives her an advantage over unauthorized color displays of relatively low resolution (e.g., 350x400), and at
parties. most a dozen of keys (e.g., numeric pad and function keys). Pro-
We hypothesize that such mental trapdoors can be used to desigrcessor and memory requirements should not exceed the resources
authentication schemes that reconcile usability with strong secu- available in medium-priced cellular phones.
rity. This cognitive process, in itself, is not dependent on the use Limited training. The authentication system should not require
of portable devices, and can in fact be used in a wide range of con-users to undergo a long or intensive training session prior to first
texts (computer systems, ATMs, etc). Using degraded images foruse. Simply stated, ideally, the system should be usable in min-
authentication is nevertheless particularly useful in the context of utes by a new user with minimal external assistance, such as that
portable devices. Compared to photographs, or even Random Art,available from a busy sales clerk.
degraded images are largely unaffected by a low graphical resolu-Rapid setup. Creation of a new authentication token should be
tion, which makes an authentication scheme based on them well-fast, so that users can easily renew authentication tokens.
suited to portable devices with limited graphical capabilities. Fast authentication process.A legitimate user should be able to
We make the following contributions in this paper. We introduce authenticate herself to the system in seconds.
the concept of mental trapdoors, and substantiate their applicability Low error rate. The number of occurrences where the authenti-
to user authentication. We then focus on applying mental trapdoors cation system denies access to a legitimate user should be held at
to user authentication in small portable devices. To that effect, we low levels, comparable with that observed in PIN-based authenti-
design and analyze a novel authentication schéiat Morgana cation systems where users have the ability to select the PINs at
We present a proof-of-concept implementation of Fata Morgana in their entire discretion. This not only implies that the authentication
cell phones, and provide evidence of the viability of the scheme system itself must have a negligible (or null) error rate, but also that
through usability testing. legitimate users’ mistakes in the authentication process should be
The rest of this paper is organized as follows. Section 2 presentshighly infrequent. For a knowledge-based authentication system,
a problem definition in the form of security requirements, and de- this requirement demands that the authentication tokens be easily
scribes how related proposals have attempted to meet them. Secmemorable.
tion 3 describes mental trapdoors. Section 4 discusses the Fata In essence, the above requirements attempt to characterize a sys-
Morgana scheme. Section 5 describes a usability study and pro-tem that 1) is well-suited to small mobile devices, and 2) has the
vides empirical measurements of the effectiveness of Fata Mor- same ease of use as a PIN-based authentication system, without suf-
gana. Section 6 lists the numerous challenges that we still face.fering from the traditional weaknesses of password-based systems.
Finally, we present our conclusions in Section 7. In particular, the predictability of user-chosen PINs defeatsithe
unauthorized accesgquirement, as an attacker with some knowl-
edge of the user’s preferences may be able to greatly reduce the
2. REQUIREMENTS AND RELATED WORK nur%]ber of possiblepPINs. Convers>elly, the diffia?lty toymemorize
An ideal authentication system should provide strong security randomly assigned PINs may confuse legitimate users, and pre-
while maintaining very high usability — it should be usable ev- yent them from authenticating successfully, thereby defeating the
erywhere, by everyone, without the need for any specific training. |ow error raterequirement. The low memorability of randomly as-
In this section, we formalize our desired system requirements, for signed PINs and its effect on authentication failures is documented
both security and usability. We then discuss the limitations existing in [9].
proposals face when attempting to address these requirements. No- e note that small portable devices, while presenting stringent
tably, we examine the interplay between human cognitive processesysability requirements, also actually reduce some of the potential

and the desired security requirements. threats. Because of the compact form factor, observation attacks
21 R . (e.g., shoulder surfing or recording of authentication sessions) are
: equirements harder to conduct, compared to, say, what could happen at a bank

Security requirements of an authentication system are relatively ATM. We will discuss possible attacks in more details in Section 4.
straightforward:
No unauthorized access.The probability that the authenticaton 2.2 Related work
system grants access to anybody impersonating a legitimate user Bjometric authentication may satisfy thienited training, rapid
should not be higher than that of obtaining the correct selection of setupandfast authentication procegsroperties, but, when within
authentication tokens by choosing them at random. For instance, athe constraints posed by portable handsets, existing technology can
four-digit PIN authentication system where a user has three chancesgenerally not accommodate all of theiversal uselow error rate
to enter their PIN would satisfy these properties only if the proba- andno unauthorized accegsoperties simultaneousfyin the rest
bility an impostor gains access to the system does not exceed 3/100@@this section, we therefore focus on knowledge-based authentica-
The usability requirements an authentication system has to fuffill tjon systems.
to be applicable to small mobile devices such as cellular phones are  Knowledge-based authentication systems usually sdtisfied
rather stringent: training, fast authentication procesaniversal usewith some ex-
Universal use. The authentication system should produce consis- ceptions noted below. The question then becomes: how good are
tent results regardless of the phySiC&' environment in WhICh it.iS the proposed schemes at avoiding unauthorized accesses and lim-
used. For example, the system should not be affected by lighting jting mistaken access denials, especially while taking into account
conditions or surrounding noise. the compact cellular phone form factor?

Limited scale. The authentication system should be usable ontyp-  The limits of human memory is a central factor that influences
ical cellular phones or devices of similar size and capabilities. To

3For instance, voice authentication may have significant error rates
2Despite similarities in names, the concept of mental trapdoor is in noisy environments, facial recognition schemes are sensitive to
therefore quite different from the cognitive trapdoors discussed in variations in lighting conditions, and fingerprint readers can be de-
[21] as we detail later. feated by fake fingerprints [19].




the design of knowledge-based authentication systems. Traditionalalternative, which is closest to our proposal, is to assign blurry im-
passwords and PINs dependrenall, the ability to rememberitems  ages [15]. Harada et al. [15] propose a graphical passwordrgche
from memory without help, a skill that humans are not inherently with obscured portfolio pictures to prevent shoulder surfing. The
good at. Even if it were possible to easily enter long strings of goal is to minimize the risk of unauthorized accesses by minimiz-
random symbols into cellular phones, it is not easy for people to ing the information a portfolio picture shows to a user. While the
remember them. approach is seemingly effective at preventing shoulder surfing, the
Based on the observation that humans are considerably better abbscured pictures are difficult to memorize, and authentication fail-
remembering images than they are at remembering text [23], muchure rates of legitimate users are expected to be high. Thus, it seems
research (e.g., [9, 17, 22]) has been devoted to graphical pessw that there is a trade-off between the memorability and predictability
authentication as one alternative to traditional (textual) passwords. of images.
Different graphical password systems attempt to address the limits ~ Stated differently, previously proposed schemes seem to be un-
of human memory by relying on different cognitive processes. able to minimize both the risk of unauthorized accesses and authen-
Some graphical password schemes also rely on recall. For ex-tication error rates simultaneously. A recently proposed graphical
ample the Draw-A-Secret scheme requires users to draw an imageauthentication scheme is based on computing a “path” of known
on a grid in order to authenticate [17]. This is a recall task, be- pictures [29]. This approach seemed promising, with error rates
cause the user has to recollect the drawing from memory during in the order of 5%, and no unauthorized accesses, but has recently
each authentication. Thorpe et al. show that the actual Draw-A- been shown to be vulnerable to an eavesdropping attack [12] leav-
Secret password space may be smaller than theoretically possiblejng open the challenge of designing a cognitive authentication scheme
because users have a tendency to choose mirror symmetric passresilient to eavesdropping attacks. In addition, the scheme pro-
words with a small number of strokes [26, 27]. posed in [29] requires a large screen, authentication reportedly takes
Thus, graphical passwords based on recall may have many ofon the order of minutes, and users need to sustain significant train-
same problems of textual passwords based on recall, and they ddng prior to use.
not satisfy oumo unauthorized accessquirement. Furthermore,

even though some smartphones have a stylus, most cell phones d@, MENTAL TRAPDOORS

ir:g(tj Zi\;?;’:'ﬁti'rg?nii\fces' so this scheme does not satisfjnour We design a graphical password scheme that allows the use of
4 : images that are self-chosen and familiar to the user, yet that are

Other authentication systems rely oned recal] where clues i dictable b K h | of thi o
are provided to the user to aide the recollection task. Cues can benOt caslly pre 'Ct.a e by an attacker. The goal o t. 1S section Is to
X . . ‘ provide an overview of our approach and the cognitive process on
provided in the form of text or images. For example, some au- which it relies
thentication sc_hemes provide textual passwor(_j hints to help users' "o system, we allow users to select their own graphical pass-
remember their password or challenge questions. Some graphi-

. . e word images. In the context of mobile devices, the user can per-
cal password schemes require users to authenticate by clicking ONtorm this selection by capturing images with a camera embedded

points, or selecting regions, of animage tha_t were _prevnously cho to the mobile device, e.g., a cell phone camera. Psychology studies
sen by the user [3, 22, 30]. In this case, the image itself serves as a . ;

; X ) show that images that are self-generated are recognized better than
clue to the regions of the image that a user must recall. This scheme,

also produces passwords that are predictable: because usets have those that are not [18]. In addition, users enjoy the ability to select
p 'S P P ’ N » _and personalize their image portfolios, and that they tend to choose
recall the points they have chosen, there tend to be “hot spots,” or

regions that are often selected because they are most memorable Jmages that are semantically meaningful to them [9, 10, 20].
9 y Next, we distort the images using a non-photorealistic render-

most obvious [28, 30]. Such click-based schemes generally need. lgorithm that elimi details in the i hil
a relatively wide display to provide a large enough key space, and Ing algorithm that eliminates most detalls in the image, while pre-
requires a pointing device. As such. thev do not fulfil djmited’ serving some features such as color and rough shapes. Because

d P 9 ’ » ey information is lost in the rendering algorithm, it is impossible to
scalerequirement.

It is known thatrecognition the ability to remember items we mathematically revert back to the original image from its distorted

. . . version. As such, the distortion function is analogous to one-way
have seen before, is an easier memory task than recall. In particular. - ;

. . . . : functions used in cryptography.
humans have an impressive ability to recognize pictures they have

. g . We then prime the user during a training session to associate the
seen before, and they recognize pictures better than they recognize,. . ) ST -
words or sentences [23]. Research has shown that individuals candlsmrted image with the original image and the meaning of that
RN ) . ; ... Image. During the priming phase, we display the original and dis-
distinguish large sets of previously seen pictures from new “dis-

tractor” pictures at high levels of accuracy [23, 24]. Many graph- torted pictures side-by-side, and ask the user to practice selecting

. . ) ) their images from a set of “distractor images.”
ical password schemes rely on this skill by asking users to select To authenticate, the user must choose her own distorted images
previously chosen images from a larger subset of images [5, 9]. '

. from a set of distractor images. We rely on the fact that human
Research shows that people remember images more accuratel

when they are semantically meaningful and when the images are erception is affected by what we know. Once a user knows that a
enerate(},ll by people them)éelves [1?3] Therefore. ara hicgl aSs_image is a distorted version of particular subject (e.g., of her child),
\g/]vord ima esyspelf-(?hosen by Users ma. be more ﬁe?no?able ﬂow-it becomes hard to perceive the image as simply a collection of col-
nag y Y - ored blobs. When the meaning of the image is known, our brains
ever, given some knowledge about the user, self-chosen images ar. X .
; . . impose that knowledge on our perception and it becomes hard to

also easier for an attacker to predict [20], which defeatsrmur

unauthorized accesgquirement. One countermeasure is to assign interpret the picture in another way [13]. Furthermore, there is
. q ' - 9" evidence that the ability to recognize objects in degraded images
pictures to users rather than allow them to choose images them-

selves. Another option is to use abstract images, which are less pre_lncreases dramatically with familiarity of the subject in the image

) : . .~ (this effect is very strong in the case of faces [6, 16]). During the
dictable than real images [9]. However, |t.has been shown that im uthentication task, the user can recognize the original objects in
age scenes that are coherent and semantically meaningful are store

more accurately than incoherent or abstract images [4, 11]. A third € Image by using color and shape cues ar_1d by r(_ameml_aerlng the
semantic meaning that she previously associated with the image. In



implementation for Nokia N70 smartphones.

4.1 System architecture

Fata Morgana is a knowledge-based authentication system, which
uses images as authentication tokens. During setup (e.g., immedi-
ately after purchase of the cell phone), the user selects a personal

Figure 1: Example of the relationship between original and dis- portfolio of p pictures. To authenticate, we present the user with a
torted pictures. While it is obvious that this figure is a distorted challenge set ofi pictures, where > p. The user has to correctly
version of Figure 2 when seeing both pictures, it is difficult to |dent|f3_/ the p pictures within the challenge set that belongs to her
infer Figure 2 from this figure without having seen Figure 2 portfolio. _ _ )

before. Fata Morgana consists of three phases: portfolio creation, prac-

tice and authentication.
Portfolio creation phase To create an image portfolio, the user
first has to create a set @f images. To enhance memorability,
other words, the training phase allows the user to associate the disusers are expected to build their portfolio from scratch, rather than
torted picture with its original, thereby creating a “mental trapdoor” ysing default pictures. Here, we ask the users to fBkotos they
that allows her to revert from the distorted picture to the original, want to use for authentication. The photos should be taken in as se-
even though such a transform is mathematically impossible. cure an environment as possible; in particular, these photos should
Leaving mathematics aside, it is also difficult to mentally “re- not be transferred to the authentication device using an insecure
vert” from the degraded image to the original image, without being channel. Ideally, the user should be able to use the authentication
exposed to the original picture. To illustrate this effect, try the fol-  device itself to capture the images. For instance, when Fata Mor-
lowing experiment. Consider Figure 1, which is a distortion of a gana is deployed on a mobile phone, the mobile phone camera is
photo. Try to guess what the original photo represents. Then, com-the best optioff.
pare your guess to Figure 2, on the next page. To someone who has Once the photos are taken and passed to the authentication device
seen both pictures, it is clear that Figure 1 represents the object in(e.g., the cell phone itself), they are distorted using a lossy filter.
Figure 2, and that seeing Figure 1 evokes the original object. How- Using a lossy filter ensures that it is mathematically impossible to
ever, without having been exposed to Figure 2, in Figure 1 does notrevert from the distorted image to the original image. The transform
carry much meaning. You can repeat the experiment with different is performed on the authentication device.
people. You may hear amusing guesses, but it is unlikely that you  Fata Morgana does not mandate a specific type of filter. The se-
will obtain a answer that is even approximately correct, unless the lection of the “best” filter possible is an area that warrants further
person has prior knowledge of the subject of the picture and makesinvestigation, but cognitive research can give us some heuristics:
an educated guess. Rough shape and colors of the original picture should be preserved
We point out that the cognitive process used is more general thanthrough the distortion process to make the distorted picture more
the related proposal for “unclear images” put forth by Harada et memorable and facilitate the creation of mental trapdoors. As we
al. [15]. Harada et al. rely on the faculty humans have to infer will discuss in the presentation of our prototype, we currently use
contours (i.e., edges) from noisy images to extract salient featuresan oil-painting filter, which satisfies these characteristics. More-
and facilitate recognition of the picture subject, while the mental over, when considering small portable devices like cellular phones
trapdoors we advocate rely on the more general ability to associateor PDAs, the constraints imposed by the size and quality of the dis-
severely degraded pictures with their original picture after having play require that the distortion filter can work with low resolutions.
been primed with the original image. Further, by adding noise to |n other words, a distortion filter that yields a high resolution output
the original image to yield an unclear image, the unclear image is probably unsuitable.
may still contain significant amounts of information from the origi- The resulting set op distorted pictures is assigned to the user
nal picture, that might even be extracted automatically, for instance, as her image portfolio. The original pictures and distorted pictures
by an “edge detect” filter. Returning to our cryptographic analogy, are shown simultaneously to the user, so that the user can mentally
the specific one-way distortion function used in [15] may leak in- associate the distorted pictures with their original meaning, thereby
formation, and could even be, to some extent, reversible. creating the mental trapdoor needed to invert the one-way lossy
We instead advocate to remove as much information as possiblefilter. Figure 3 is a screen shot of the image portfolio assignment.
from the pictures used for authentication, so that only the user canThe top row contains the three photos taken by the user. The bottom
revert back to the original picture through mental association. We row contains the distorted versions of the photos, which will be
hypothesize that such mental trapdoors can be used to design amsed in the authentication phase.
authentication scheme that reconciles usability with strong security.  Concomitant with the portfolio creation phase, the authentica-
tion device selectén — p) pictures to be used as decoys during the
4. FATA MORGANA authentication phase. Tte — p) decoysdo not changaintil the

We next describe how we use mental trapdoors to devise an qu-Portfolio images are recreated, to prevent so-called intersection at-

thentication scheme that attempts to fulfill all the requirements of taCks. We elaborate on intersection (and other) attacks later.
Section 2. While Fata Morgana can be implemented in any com- Two approaches are possible to generate decoys. One approach

puting system equipped with a graphical display and an input de- is. to generate “synthe.tic” decoys purely algorithmicqlly, that is,
vice, our focus in this paper is to take into account the specifics of Without using any original photo. Another approach is to gener-

mobile devices such as cellular phone in the design, especially the2€ decoys by applying the lossy filter to a set of existing photos

I|m|tat|9ns d_ue to miniaturization. . 4While there are still some mobile phone models that do not have

We first discuss the overall architecture of Fata Morgana, before g empedded camera, these models are becoming quickly obsolete
elaborating on the threat model and possible attacks against the augnd generally do not support applications (e.g., electronic wallet)
thentication scheme. We then provide details about our prototype that require strong user authentication.




Figure 2: Example of the relationship between original and dis-
torted pictures. This figure represents the original picture, be-
fore being distorted to obtain Figure 1.

Flease memorize
the three distorted
images shown above,
OK

that were not chosen by the user. Generating convincing synthetic
decoys remains an open p“’b'e”.‘- Indee(_j, we found that Symh_etiCFigure 3: Image portfolio assignment. In this example, the user
decoys look very different from distorted images and could easily has been asked to take — 3 pictures and is subsequently pre-
be detected, thereby immediately revealing the pictures chosen bysenieq with the three pairs of original images-distorted images.
the user. Hence, we suggest using distorted versions of photos thery gistorted images will be used as authentication tokens in
user did not choose. In a cell phone, the manufacturer could store 3he authentication phase

numberN > n of decoys to secure memory at manufacturing time. '

As long as the decoys stored in the cell phone during the manu-

facturing process are taken at random from a databab sf N
images that evolves over time, decoys should be fairly hard to iden- ggnce, increasing to n = 36 yields a failure probability less than
t|fy._ ) . . that of a random four-digit PIN-based system.
Training phase After the portfolio creation phase, the system con-  qycated guess In an educated guess attack, the impostor tries
ducts a short training phase to improve memorability of the port- 5 guess the user's portfolio pictures based on previously obtained
folio images. In this phase, the challenge set is presented to thejnformation about the user, e.g., through social engineering.
user. The user can practice selecting their image portfolio, and the ko instance, in an image-based authentication scheme that al-
system provides immediate feedback as each image is selected ofpyys 3 user to take picture by herself and to use the picture as is as
whether the choice is correct. In addition, the user can at any time part of her portfolio, the following scenario is possible. Assume the
access original-distorted image pairs as shownin Figure 3. gyacker has previously learned that the user owns a white dog, Fifi.
The training phase should be conducted in as secure an environys the attacker finds a picture of a white dog in the challenge set,
ment as possible. After the training phase is complete and the usefine attacker can guess the picture is actually included in the user's
is confident that she remembers her images, the original picturesqfolio.
used in the generation of the distorted pictures should be removed | Fata Morgana, similar to the above example, users create their
from the cell phone memory. o own pictures. However, Fata Morgana never uses the original pic-
Authentication phase During the authentication phase, the user yres beyond the practice phase (and the original pictures are, in
must correctly select hep portfolio pictures from the challenge  fact, destroyed as soon as practice is completed). Because Fata
set. The decoy images themselves are produced using original pic-\iorgana only utilizes distorted images resulting from the lossy fil-
tures, and the distortion levels are high enough that most details ofter transform, an educated guess attack is less likely to succeed. In
the original pictures are obscured. Therefore, an outsider will have oy ahove example, the distorted picture of Fifi, used in the user's
a very hard time identifying which pictures belong to the portfolio, - portfolio, is nothing more than a predominantly white blob. Even
even if she possesses information about the user's personat-prefe i the tentative impostor knows of the existence of Fifi, figuring out
ences. Note that, contrary to the decoy database, the challenge sghat the white blob originally came from a picture of Fifi, and not
of n pictures (portfolio and chosen decoys) presented in the authen-from g picture of a chicken or a snowman, may be difficult. As

tication phase does not need to be stored in secure memory. such, the educated guess attack is more difficult to carry out in Fata

Morgana than in some other image-based password authentication

4.2 Attacks and countermeasures schemes. Of course, more difficult does not necessarily mean im-
We next investigate how Fata Morgana addresses possible at-possible: if familiar objects can be easily identified even after dis-
tacks aimed at impersonating a legitimate user. tortion, for instance, if Fifi is dyed in pink, the presence of a pink

Brute force attack The simplest attack is to try to randomly guess blob in the challenge set may yield a clue the image may be part of

the correct portfolio. With a challenge setropictures, and a port- the user’s portfolio.

folio of p pictures, the probability that a single random guess suc-  Variants of the educated guess attack exist. A car fanatic may

ceedsis 1(;). select a portfolio consisting solely of images of cars. For an out-
Obviously, if we allow the impostor to try all possib{g) com- sider aware of the user's fascination of automobiles, the presence

of p pictures that look like cars may allow her to reduce the number

é)f possible portfolio pictures. Hence, it is desirable to recommend

that the original pictures taken by the user present significant differ-

ences between each otRewe advised participants in our usability

tests to select photos evoking different subjects.

Observer attack In an observer attack, the attacker identifies the

binations, then she will eventually manage to fraudulently authen-

counter that locks the device aftefailed authentication attempts,
similar to systems used in automated teller machines.

The probability that attacker can impersonate the user within
t trials, using a succession of random guesses/ (lg) For ex-

ample, for(n, p,t) = (27,3,3), we get 3 (%) ~ 0.001. We can 5This also enhances memorability of the portfolio as people gener-
adjust(n, p,t) according to the desired failure probability. For in- ally assign categories to help memorize each given picture.




pictures in the user’s portfolio by observing authentication proce- easy to carry out with self-chosen passwords or PINs, while avoid-
dures of the user. Observer (or shoulder surfing) attacks are cur-ing memorability problems encountered with randomly assigned
rently one of the most significant threats to user authentication. PINs or passwords.

Reports of ATM equipped with rogue video cameras recording au-

thentication sessions have circulated for a while [2]. We propose 4.3 Prototype

two countermeasures to mitigate the threat of observer attacks.

. . - We next describe the prototype we implemented as a proof-of-
First, we constantly change the respective positions of the de-

S o concept, and to conduct usability tests. The prototype is imple-
coys and pc_thfc_Jllo pictures on the au.thentlcatlon screen(_s), SO t_hatmented in Java on Symbian OS, and has been tested on Nokia N70
the authentication pattern cannot be inferred from observing which . phones. The reason behind the selection of the Nokia N70

keys are pressed. This line of defense is particularly useful when | . 4set lies in the fact its core features (display, camera, keypad,
combined with the use of optical filters that render the display dif- memory) are fairly common, while at the same time being of rea-

ficult to observe from a distance. _ _ sonably high quality. Both web-based and Windows versions of
Second, we avoid showing any hints regarding the picture selec- ,, prototype are publicly availablelat t p: / / ar i ma. okoze.

tion. In particular, no feedback is given to the user when a picture o1/t yeo/ | and attempt to emulate the interface available on the
is selected. In a cell phone environment, we have the added benefitNokia N70.

that observing which keys are pressed from a distance is difficult, In the prototype, a user is assigned three portfolio pictupes (

given the small size of the keyboard. Without any correlation be- 3), derived from photos she has taken herself, as shown in Figure
tween t_he ke_ys pressec,i and the_ output on the display, an observeg™ |, e authentication phase, three sets of nine pictures are pre-
cannot identify the users portiolio. . sented to the user as a challenge set(27). The user is given
While we do believe these defenses will be adequate for small y, o atempts to logirt & 3). After three consecutive authentica-
mobile devices, we can consider the following extension to Fata 4, failures, the phone is locked. The probability that a random

Morgana to make it resilient to observer attacks that can be con- guess results in a successful authenticatior)/(%é ~0.001. We
ducted on larger devices such as ATM terminals. Rather than ask-can lower that probability by increasing the number of portfolio

ing the user to select her pictures from a challenge set, we maypic,[ures and/or decoys

simply ask “Is one or more of your portfolio pictures present on Figure 4 represents the challenge set for the user who had se-
:2'; disf?e:szrll .ori?hnn(j rrggeer?]tbtlgg 33:3/ 1?::(3?“%?\”6'3 eessfggfe’int:ﬁected the portfolio shown in Figure 3. The challenge set is divided
manner sin?ilar to the method Roth ){et al. pronosed f%r FF)’IN éntr in three authentication screens containing nine pictures each. On
[21], and is more resilient to observer a:[trfckg We defer a mor{e a given authentication screen, the top indicator denotes which au-
' . - . : thentication screen the user is currently seeing. As long as they are
thorough |nvest|gat|on of such a varlant_ on_Fata l_vlo_r_gana o future not authenticated, users can go forward or backward between the
\fltﬁrt’sglgf r::éig?:;h'dsogge of authentication primitive can make different authentication screens, using two function keys present
P : on the handset. The nine challenge set pictures in each screen are

Intersection _qttack In a’n Intersection attack, the Impostor |d¢_en- arranged in a 3x3 grid, and each of the nine pictures is associated
tifies the legitimate user’s portfolio pictures by observing multiple . . ; .
with a numeric key. Some screens may only contain decoys, as is

authentication procedures; the intersection of all of the images thatthe case of the leftmost screen in this example, while some screens

ar?:g:):ifrzvﬁgi;ml;;?:fﬂ?ggi#;ﬁerﬁ peog?lc;cf)iigz!.e 3 and a portfo- may contain more than one portfolio image, as in the case of the
plicity, g ' P middle screen here. Last, the “Clear” button, accessible by a third

gﬂ;‘iﬂ:;ﬁ;ﬁﬁnndtdﬁ]loéigllliﬁogf:gf ng;:tuggrgg(nﬁa;‘(lr}st function key on the handset, allows users to reset their current se-
PL 9 y T lection and start the authentication process afresh.

Now, if decoys are changed from one authentication session to the In the case of Figure 4, based on the portfolio of Figure 3, a
next, the challenge set proposed in a subsequent authentication MAY yrrect authentication seq’uence is “NEXT,” (since the first scréen
be{D,X,C}. An impostor only needs to look at both challenges to only contains decoys), followed by 7, 8, which are the two port-

figure out the portfolio picture i$A,B, X} N {D, X,C} = {X}. folio pictures on the second page, “NEXT,” and 5, which is the

m;ri]n tI;?r:?n Mizlrgrzlitri]cil \évgcgez'si:] t::C;\n;eurtsheecr:'t?cnat?étnazﬁ;??ér?lvgaﬁ only portfolio picture present on the third page. Fata Morgana does
9 y 9 1N ot impose any specific order in the inputs. For instance, “NEXT,
the above example, the challenge set would alway$A8,X}. o - K
A andB would only be replaced when the user decides to change NEXT, 5, PREV, 8, 7, which allows to first peruse the entire chal-
y P 9 lenge set, authenticates as well.

Eﬁ;f’eor:tfgl;g ;mgi ILoerrZ(a\rt]?eY.zan-I(-jhtiree:ﬁ'::}sZifignag;r;ln(t:ﬁgtlf: e As discussed above, to avoid intersection attacks, the same chal-
9 Y ' 9 %enge set will be presented as long as the portfolio remains un-

reveals not_hmg about the portfolio. . changed. On the other hand, the order in which pictures are pre-
In summing, Fata Morgana appears resistant to brute force, guess: d will differ f henticati . h
ing, prediction, and casual shoulder surfing. Fata Morgana is more.Sente will difter from one authentication session to the next. For
’ ’ ) instance, in the next session, the portfolio could map to key 1 on

vulnerable to prolonged observation and spyware, even though SOM&. 11 of the three screens. while using the same decoys. Any per-

of the countermeasures used against observer attacks increase thr%utation on the order of the 27 pictures composing the challenge
difficulty of carrying out such attacks. For instance, a simple key-

logger would not work since the order of pictures in the challenge setis possible.

set changes from one authentication session to the next; it is alsoImage processing filterIn our prototype, we select anil-painting

necessary for the spyware to simultaneously record the contents offilter as the lossy filter used to generate portfolio images from the
the displa); Py y original photos input by the user. A oil-painting filter blurs the

A criticism of Fata Morgana is that, per the above discussion, edges and the colors of the processed picture while preserving the

it only provide marginally more resilience against observer attacks main shapes and colors of the original picture. The oil painting fil-

. . LS .~ ter can be viewed as a function parameterized by two integers: the

than PINs. V\/_e ponnt_out t_hat the main objectlve of Fata Morgana IS umber of “bins’v, and the brush sizB. Shortly stated, these two
to thwart social engineering and guessing attacks, which are very. . . X . :
integers determine how aggressively the filter will attempt to dis-



Clear

Clear

Figure 4: Example of challenge set. This series of screenshots regents a challenge set as presented to the user. Each picture rmap
to a given key on the handset, and navigation between the diffené screens is possible through function keys.

tort the original picture. (The precise meaning of these parameters5.1  Low-fidelity testing

is described in Appendix A.)
Properly tuningv andp is an important and non-trivial task: If
the distortion level is too high, a legitimate user cannot easily rec-

We used a low-fidelity test with six participants, in order to de-
termine the optimal parameters for the oil painting filter used in our
prototype. We showed each user a sheet of paper that contained an

ognize a distorted picture even when that distorted picture has beengriginal picture and a set of distorted pictures, as shown in Figure

created from a self-chosen original picture. If the distortion level
is too low, an attacker may be able to guess the subject of a dis-
torted picture, without knowing the original picture. In order to
determine suitable values for the parameteasd[3, we conducted
low-fidelity tests, which we discuss in the next section.

5. USABILITY TEST

We conducted usabil-
ity tests to help in the
design and evaluate the
effectiveness of the pro-
posed scheme. We be-
gan by conducting an in-
formal, low fidelity test
to determine the opti-
mal parameters of the
oil painting filter used
in our prototype. Low-
fidelity testing is a tech-
nique that is used to ob-
tain feedback on mock
prototypes early in the
design process.

We then conducted a
formal usability experi-
ment, using a between-
subjects design. Par-
ticipants were divided
into three groups to test
one of three portfolio
types: self-chosen im-
ages, self-chosen im-
ages that were distorted,
and distorted images that
were assigned to partic-
ipants. We asked par-
ticipants to login dur-
ing four sessions that
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Figure 5: Low-fidelity test image
sheet. The sheet was used to help
determine how to select the oil-
painting filter parameters.

5. Each picture is a 56x56 pixels image.

The two configuration parameters used in the oil-painting filter,
number of bins and brush size, are varied along the horizontal and
vertical axes, respectively. The pictures progress from least dis-
torted (top left corner) to most distorted (bottom right corner).

We conducted the test in two phases; we asked participants to
recognized distorted images without knowledge of the original im-
age in the first phase, and with knowledge of the original image in
the second phase.

We began by completely covering the sheet of distorted images
with another piece of paper. We uncovered the bottom row, and
asked the participant if they could recognize the image. We then
proceeded to uncover each row one at a time, until the participant
could recognize the subject in the image. This procedure allowed
us to determine the lower bound of distortion that prevents users
from recognizing a distorted image, when they have no knowledge
of the original image.

Next, we showed participants an original image. Starting from
the top left distorted picture, we asked the participant when they
could no longer recognize the image. Based on this test, we could
obtain a rough upper bound on the level of distortion up to which
users with knowledge of the original can still recognize a distorted
image.

We repeated this procedure for five different sets of pictures. We
observed the following:

e The number of bins did not affect the recognition task.

e Participants could not recognize distorted pictures when they
did not know the original pictures if the brush size was greater
than 4.

e When they knew the original picture, participants could not
recognize distorted pictures if the brush size was greater than
8.

Higher brush sizes reflect greater distortion. We discovered that
prior knowledge of the image increased the level of distortion that
we could apply before the image became unrecognizable. Ac-
cording to the findings, we determined that the optimal brush size

spanned four weeks. During each session, we measured the numshould be a value between 6 and 8. In this range, those who know

ber of successful logins and the login time for each authentication.
We also collected qualitative data that was provided by participants
in questionnaires after the study.

the original picture can recognize its distorted picture and those
who do not know it cannot recognize it. Based on this result, we
set the number of bins to 16 and the brush size to 8 in the prototype.



5.2 Fata Morgana evaluation portfolio images to participants according to group to which they

We next conducted a formal usability test to evaluate the Fata Were assigned. Participants then completed the training phase de-
Morgana prototype. For this experiment, we recruited participants Scribed in Section 4, which lasted up to five minutes. .
by posting flyers in four universities. 54 people participated in our ~ After the training phase, we instructed participants to login by
study. Of these, 50 were students and 4 were university staff. Nine Sélecting their portfolio pictures from a challenge set. As discussed
participants were female and 45 participants were male. All of the in Section 4, the prototype requires participants to authenticate by
students majored in electrical engineering, computer science or an-Sélecting their three portfolio images out of a set of 27 images.
other scientific subject. Their ages range from 18 to 29 with amean [N the second, third and fourth sessions, we asked participants
age of 23. None of these participants had taken part in our low- 0 authenticate again by selecting their portfolio. At the end of the
fidelity test. fourth session, we asked participants to fill out questionnaires for

We distributed participants evenly across the three groups in casethe sake of qualitative analysis. o _
factors such as memory, eyesight and/or familiarity with cell phones Success rateWe considered an authentication to be successful if
influenced their behavior. That is, we ensured that different groups the participant could correct identify their own portfolio images.
presented similar age, major, and origin (i.e., university) distribu- We gave participants a maximum of three attempts to login.
tions. Table 2 shows success rates measured in the sessions. All par-

In our study, we aim to study two design parameters of Fata ticipants in Group 1 and Group 2 succeeded in all sessions. How-
Morgana: 1) the effect of self-chosen portfolio images compared €Ver, after four weeks, the success rate of Group 3 decreased to
to assigned portfolio images, and 2) the effect of distorted images 89%- Participants assigned to use distorted image portfolios, with-
compared to non-distorted images. If we find that adding image Out knowledge of the original image, had lower success rates than
distortion has no effect on the authentication success rate, then Fatdhe other two groups. These results suggest that the graphical pass-
Morgana can reap the memorability benefits of previously proposed Words with distorted image pc_)rtfollc_)s may achieve equivalent error
graphical password schemes [9, 20], while being significantly more rates to thosg .that. use traditional images, but only when the user
resilient to guessing attacks. knows the original image.

To investigate how success rate and login time are affected by
the type of images used, we assigned each group a different type of Group T| 100%(18) | 100%(18) | T00%(18) T00%(18)

portfolio as follows: e 5
. . . . 100%(18 100%(18 100%(18 100%(18
Group 1: We asked participants in this group to take three pictures G:gﬂg 3 10002 518; 89%(2(16)) 5 4%?(17)) 89%%(16))

using a cell phone camera. We then assigned the three pictures,
as is as their image portfolio. We also assigned 24 decoy photo- 4pe 2: percentage of successful logins. The number of par-

graphic images that were identical for each participant. ticipants with successful logins is included in parenthesis— all
Group 2: Group 2 was the “Fata Morgana group.” We asked par- groups had 18 participants.

ticipants in this group to choose three of their own pictures. They
could select the three pictures from pictures they had already taken

or they COU|d Capture new piCtures fOI’ thIS Usabmty test. We diS- Table 3 shows the number of participants who Successfu”y au-
torted each of the pictures using oil-painting filter. We then as- thenticated during the fourth testing session, which occurred four
signed the distorted pictures as the image portfolio. We also as-eeks after creating the portfolio. The table shows how many at-
signed 24 decoy photographic images that were distorted using thetempts it took to succeed; if a participant could not login within
same filter settings. The decoys were the same for each participanthree attempts, they are considered to have failed the authentica-
Group 3: We assigned participants in this group the same portfolio tjon task. All participants in Group 1 were able to authenticate on
images that were assigned to participants in Group 2. The only dif- the first attempt. In Group 2, 17 participants succeeded in one at-
ference was that participants in this group did not take the pictures tempt, and one succeeded in the second attempt. In Group 3, 13
by themselves, and they did not see the original pictures. The de-participants succeeded in the first attempt, three participants suc-
coy images were the same for each participant. The decoy imagesceeded in the second attempt and two participants failed to authenti-
we used in Group 3 were identical to those used in Group 2. cate. These results suggest that randomly assigned abstract images
Procedure Our usability test spanned four weeks and consisted are difficult for some user to remember, even after a few attempts.
of four sessions. All sessions were conducted in a university class However, users may be able to recover better from errors when the

room. Each of the participants took part in the test individually original image is known and when the image is self-selected.
using the same phone and same version of the prototype. Table 1

The 1stday| 2 days later| 1 week later| 4 weeks later

shows when each session occurred and the tasks that participants Attempt 1| Attempt 2 | Attempt 3 | Failed
completed in each session. In the first session, we assigned three  ["Groyup 1 18 - _ -
Group 2 17 1 - -
i Group 3 13 3 - 2
Session # Date Tasks
1 First day Memorize portfolio Table 3: Number of successful authentications after four weeks
Training The table presents the number of participants that succeeded in
Authenticate each attempt during the fourth session (held four weeks after
2 Two dayS Iater Authenticate portfo”o assignment)_
3 One week later Authenticate
4 Four weeks late Authenticate
Fill out questionnaire Login time Table 4 shows the means and medians of the login

times in seconds. Left and right values in the cells stand for mean
Table 1: Tasks completed in each session of the usability test. and median respectively. We do not include the results for the par-
ticipants who could not login at all. The difference in mean login



times between groups is not statistically significant. However, we
observed that participants in Group 2 required a longer time to lo-
gin that participants in Group 1, and they required less time to login
than participants in Group 3.

There was a considerable gap of 3 weeks between the third ses-
sion and the fourth session. The login times for Group 1 stay fairly
consistent over the course of 4 weeks. The login time for Group
2 increases slightly after the course of a week and then rises by
approximately 5 seconds after the three week gap. However, the
login time for Group 3 increases by more than 8 seconds after the
first day and stays consistently at that level after 4 weeks.

(a) People (b) Shrimp dumplings

Istday | 2days later| 1 week later| 4 weeks later (c) Panda (d) Battery
Group 1| 11.5(9.9) | 12.3 (12.3)| 12.7(11.9) | 12.5(12.8)
Group2| 12.4(11.2)| 16.4(15.9)| 143 (13.4) [ 17.9(16.5) Figure 6: Examples of incorrect semantic meanings. Users un-
Group3| 16.7(14.1)] 258(19.0)| 25.1(17.6) | 24.7(16.7) familiar with the original picture assigned incorrect semantic

L . . . meanings to the distorted pictures.
Table 4: Login time. The table gives the mean time, in seconds, 9 P

users needed to authenticate. Median login times are given in
parentheses.

Table 5 shows the mean number of times participants switched
between pages in each test session. As described in Section 4, the
27 portfolio images are displayed on the cellular phone display 9 at
a time; the participant must switch to the next page to see the next
9 images. When a participant can easily remember her portfolio,
she can quickly choose her image and advance to the next page. As
a result, the number of page advances would be at most two. On
the other hand, when a participant can not recall her images well,
she may have to switch back and forth several times. Obviously,
page switching also increases the amount of time required to login.
Our results show that on average, after 4 weeks, participants in
Group 1 required one more page switch than those in Group 1
while participants in Group 3 required approximately 3 more page
switches than those in Group 1.

Overall, our results indicate that it is considerably more difficult
to remembemlssignedlistorted images than self-selected original
images. On the other hand, self-selected original images are not
made much more difficult to remember by adding distortion.

o

(a) Winnie the Pooh

(b) Wall Clock

" Figure 7: Examples of correct semantic meanings assigned by
participants in Group 3. Some users were able to recognize
Winnie the Pooh and the wall clock, even though they were not
exposed to the original picture.

guessed the meaning of the image. Four participants guessed the

Group T Thez_lzsé day} 2 d31\¥§3later ! ngk;ater 4we;|2(2 later subj_e<_:t correctly for one out of three portfolio images. _O_nly one
Group 2 500 3.05 >33 358 participant guessed correctly for all three of her portfolio images.
Group 3 204 7.89 2.39 511 As shown in Figures 6 and 7 incorrect guesses included mistaking

a battery for a panda, and shrimp dumplings for people and a bat-

tery for a panda. Some of the correct guesses included pictures of

Winnie the Pooh and a wall cloWe discuss in more details the

factors that can influence the correctness of a guess and its impact

on security in the next section.

Qualitative results In the questionnaires, we asked all partici- We found that 90% of the participants chose pictures whose sub-

pants to evaluate the ease of recognizing their portfolio images on jects were things they saw regularly in their daily life, such as their

a scale from 1 to 5, where 1 was “very easy” and 5 was “very diffi- pets, cars, and (more surprisingly) coffee mugs. Finally, many par-

cult”. The average difficulty scores were 1.63 for Group 1, 1.59 for ticipants in Group 2 indicated that they considered Fata Morgana

Group 2 and 2.17 for Group 3. more as a game than as an authentication system in that it was fun
We also asked the participants what technique they used to re-and quite enjoyable to use.

member their portfolio images. 14 out of 18 participants in Group 2

replied that that they could recognize their original images within g DISCUSSION

the distorted image and that they memorized the meaning of the

image. Four participants said that they simply memorized charac-

teristic colors and shapes within the images. Interestingly, 12 our

of 18 participants in Group 3 also said that they assigned a seman

tic meaning to their portfolio images in order to memorize them,

which mirrors observations from Stubblefield and Simon [25] on  8Many other incorrect guesses, e.g., mistaking a duck for a dog, or

“inkblot authentication.” Of these, seven participants incorrectly correct guesses, e.g., a colorful T-shirt, are not represeeted h

Table 5: Mean number of page switches for all participants
during the fourth session

While the usability tests presented above appear promising, Fata
Morgana poses a number of interesting questions, which warrant
further investigation. As discussed in Section 4, Fata Morgana does
not mandate a given image processing filter: our choice of an oil




Optimal parameter configuration does not only concern filter pa-
rameters, but also authentication parameters. The near-perfect re-
call rate after four weeks tends to indicate that the choige-6f3
portfolio pictures,n = 27 challenge set pictures may have been a
bit too conservative. One could want to increase eifher n to
strengthen the resilience of the authentication scheme against brute
force attacks. Further study is necessary to better characterize the
relationship between, p, and success rates.

Another point we think warrants further investigation, is that of
authentication frequency. If the user only has to authenticate them-
selves when they turn on their cell phone, then a lost or stolen cell
phone essentially “delegates” all the rights of the original owner to
the person who finds/steals it, as long as that new owner ensures the
phone is never turned off. A simple countermeasure against such
a delegation problem is to periodically require the user to authenti-
cate. The authentication frequency may be application-dependent.
For instance, if the cell phone is to be used for business transac-
tions, e.g., stock trading, access control primitives should be in
place to ensure authentication is requested before money changes
hands.

Finally, while Fata Morgana could be used for each single au-
thentication instance, the 18 seconds taken on average to authen-
ticate may be too high in some specific scenarios. Using mobile
phones as railway passes, as can be seen in Japan, probablgsequir

(c) Bright colors, sharp edges(d) Transform of (c)

Figure 8: Comparison of the filtering effects between different
original images. Filtering parameters are held constant over
both transformations. The transform (b) of an image (a) with
pastel colors and slightly blurry shapes, conveys little informa-
tion about the original picture. On the other hand, the trans-
form (d) of an image (c) with bright colors and sharp edges,
maintains most of the information of the original image.

painting filter has been driven mostly by heuristic considerations.
Our usability and low-fidelity tests indicate that our current design

choice is a viable one, but it is not yet clear it is the best one possi-
ble.
Further experimentation is also needed to better evidence the re

to authenticate in less than a second. To address such cases, one
could envision a hierarchical authentication scheme, where Fata
Morgana is at the top of the hierarchy, and is used for all essential

services. For services where, from the user’s perspective,gstron

silience of the scheme to some types of attacks; the low fidelity o . . X
. - . o security is less of a stringent requirement than having a fast au-

test we conducted to determine optimal parameter selection, Wh”ethentication rocess, one could use a simple PIN (that could onl
highly encouraging, needs to be expanded to provide stronger Sta'be changed [;fter su;:cessfull authenticati‘r)w in Fata Morgana) gr
tistical evidence that attackers are not easily able to “revert” a dis- 9 C y aut 9 gana),

. . e . even no authentication at all, provided a successful authentication
torted image back to its original meaning. was performed within a reasonable timeframe. Identifying the most

While investigating how best to tune our filter during the course P ' g

. . . - stringent requirement(s) for each service, and accordingly chgposin
of our prototype design and implementation, we discovered that the best authentication method to use, far exceeds the scope of the
finding an optimal parameter set point for our lossy filter depends ' P

on the picture to be transformed. For instance, holding filtering present paper.
parameters constants, distorting an image with bright colors and
clear shapes preserves more information about the original image
than distorting an image with blurrier shapes and less contrast. CONCLUSION

Figure 8 shows two original-distorted image pairs, obtained us-  We investigated a cognitive process relying on mental trapdoors,
ing identical filtering parameters for both transforms. In Figure 8(a), and showed that it can be used to maintain the usability of tradi-
the original image consists of pastel colors, and slightly blurry tional graphical password authentication schemes, while making
shapes. The resulting distorted image, Figure 8(b) does not con-them more resilient against social engineering or guessing attacks.
vey much information from the original picture. Conversely, dis- We demonstrated the benefits of mental trapdoors by designing, im-
torting an original image with bright colors and sharp edges, as in plementing, and testing a proof-of-concept authentication authen-
Figure 8(c) results in a picture very similar to the original image, tication system for small mobile devices, Fata Morgana. We have
as shown by Figure 8(d). made available to the public web-based and Windows versions of

One can argue that neither Figure 8(a) or Figure 8(c) is an ade-our prototype ahtt p: // ari ma. okoze. net/fyeo/ .
guate picture for Fata Morgana: (a) results in a distorted image that The results we obtained through our usability studies demon-
is not memorable, while (c) results in a distorted image that reveals strate that users are extremely skilled at recognizing degraded ver-
too much information about the original picture. In the case of (a), sions of self-chosenimages, even after long time spans (one month).
a user can notice the problem and discard the picture during the This illustrates the power of mental trapdoors: legitimate users who
training phase, so that we do not expect this problem to be a sig- have been exposed to the original picture can easily mentally revert
nificant issue. The case illustrated in (c) is a little thornier in that a highly lossy (one-way) transform on the picture, even though the
it may be difficult to require users to voluntarily discard a portfolio transform is not mathematically reversible and the transformed pic-
image that is easy to remember. ture conveys limited information. Furthermore, our interviews with

Thus, it would be desirable to have a technical countermeasureparticipants indicate that the authentication process is more enjoy-
to detect and adjust to such corner cases. For instance, if we had able, and “game-like,” compared to current alternatives.
metric that allows us to objectively measure the distortion level of ~ While this paper focuses on addressing the critical need for strong
a given picture, the filtering parameters could be adjusted for eachuser authentication on small portable devices, the results obtained
original picture to obtain the maximum distortion level that still with Fata Morgana encourage us to consider using mental trapdoors
results in a memorable distorted picture. Finding such an objective to a much wider range of applications, such as spyware-resilient
“distortion metric” is an open problem. authentication primitives relying on zero-knowledge proofs.

7.
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APPENDIX
A. OIL PAINTING FILTER

The oil painting filter is a lossy image processing filkewhich
produces an “oil-painted” imag® from an original picturd®. Be-
cause the filter is lossy, the transfodn: P — Q is not mathe-
matically reversible. That is, it is impossible to recre@tizom Q.
Additionally, there may exig®y, P, such thatb(P;) = ®(P») while
P # Py.

The oil painting filter processes the pictuPeby first assigning
a set of Cartesian coordinatés,Y) to each pixel inP. Then, for
each pixel with coordinateX,Y), using a given brush sife(B
N is a configurable parameter), the filter extracts a range of values
(x,y) as follows:

X-B< x <X+B
Y-B< y <Y+

Then, for each of the@? pixels(x,y) under consideration, the filter
the filter classifies the RGB value of the pixel located>ay) in
one ofv “bins”, wherev € N (v > 0) is a second configurable filter
parameter. For an RGB valwéx, y), the bini(x,y) is given by

256(i(x,y) — 1) 256 (x,y) (i(xy)

v
The filter then counts the number of pixélsy) presentin each bin

S("’(X’y)S 1727"'7\,)’

\Y)



over the whole range of valué¢s,y) under consideration,
ji)= {(xy):ixy) =i}
(e{l,... v}, X=B<X<X+B,Y-BSYy<Y+p),
determines which birj has the highest frequency of occurrence
over the whole range,

j= max{j(i)},

1<i<v

and finally assigns 256 — 0.5) /v as the RGB value of the pixel
located afX,Y).



